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Executive Summary
Hong Kong until recently was considered a top-tier global financial center, its influence rivalled only by New 
York and London. Governed by rule of law, its compliance with international standards made it a trusted 
partner to the world. But all that has changed. With China’s assertion of overall political control, Hong Kong 
now serves Beijing’s priorities, even at the cost of global security. Hong Kong’s financial and trade strengths 
have been co-opted by autocrats; they are now used not to connect the globe for good, but to undermine 
stability and subvert international laws and norms. 

This report examines a critical aspect of this phenomenon: Hong Kong’s central role in facilitating the transfer 
of money and restricted technology to Russia, Iran, and North Korea, three countries that the international 
community has sanctioned for their destabilizing actions. In the growing alliance between these three 
countries and China, our investigation shows that in many ways, Hong Kong is the hub and these countries 
are the spokes. Through detailed analysis and investigation using publicly available data collected by C4ADS,1 
a Washington, D.C.-based global security nonprofit, as well as corporate records and other open-source 
data, we highlight the indispensable role Hong Kong plays in undermining sanctions and threatening global 
security and stability. Simply put, Hong Kong has gone rogue, serving some of the world’s most brutal regimes 
and damaging international security interests by smuggling military technology, money, and prohibited 
commodities through the territory to flout sanctions. 

Key Findings
	� Despite international sanctions, trade between Hong 

Kong and sanctioned countries, particularly Russia, North 
Korea, and Iran, has increased significantly in recent years.

	� Hong Kong exports to Russia initially dropped 
significantly but then almost doubled after the February 
2022 renewed invasion of Ukraine.

	� Hong Kong companies have shipped billions of dollars 
of goods to Russia for its war effort; our analysis of data 
from August-December 2023 alone showed that $750 
million of the total $2 billion in Hong Kong’s shipments 
to Moscow comprised goods on the U.S. and E.U.’s list of 
“Common High Priority Items”—the advanced components 
most sought by Russia for its war effort. 

	� Hong Kong Chief Executive John Lee’s statement in 
October 2022 that the territory would not enforce global 
sanctions on Russia gave a green light to illicit operators 
to set up shop in the city. Many have done so, from Russian 
tanker owners to Iranian exporters of drone technology.

	� The Hong Kong government’s regulatory environment, 
which provides for easy concealment of corporate 
ownership and rapid creation and dissolution of 
companies, has facilitated sanctions evasion.

	� The slow and inconsistent enforcement of international 
sanctions by governments around the world has allowed 
evaders to adapt and continue their operations with 
relative impunity.

While some of Hong Kong’s sanctions-busting behavior has been previously disclosed, our report reveals, for the first 
time, a range of previously unknown illicit activity. Highlights of our new findings as laid out in this report include:

	� Hong Kong company Piraclinos Limited claims to be a 
fertilizer and charcoal seller, but customs records show it 
has shipped millions of dollars’ worth of integrated circuits 
to the sanctioned Russian company VMK. The company’s 
directors and owners frequently change, often listed under 
names of individuals in Cyprus and Central Asia, masking 
its true beneficial owners.

	� After U.S. sanctions targeted Hong Kong company 
Arttronix International for reshipping drone parts to Iran, 
owner Li Jianwang swiftly applied to dissolve the company. 
Once the dissolution was complete, he re-established op-
erations under a new name, ETS International, illustrating 

the ease with which sanctions evaders can resume busi-
ness in Hong Kong. To date, neither Li nor ETS have been 
targeted for sanctions.

	� Two Hong Kong-based companies, HK Shipping Coop-
eration Limited (HKSC) and HK Petroleum Enterprises Co-
operation (HKPEC), sought to facilitate significant oil deals 
with Iranian oil company Sahara Thunder, including ar-
ranging vessels for ship-to-ship transfers and the sale of oil 
originating from Oman. Both HKSC and HKPEC share the 
same two shareholders, director, and secretary. Corporate 
records indicate these companies are part owned by an 
E.U. citizen and resident, Hungarian Anett Szeplaki.

COMMITTEE FOR FREEDOM IN HONG KONG FOUNDATION
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	� Hong Kong consignor Align Trading Co. Ltd. purport-
edly shipped nearly $2 million of expensive and highly 
specialized integrated circuits produced by French military 
technology producer Vectrawave to AO Trek, a Russian 
company previously alleged by Ukraine to be supplying 
components for missiles and military aircraft. 

	� Multiple Hong Kong companies have been involved in 
the illicit activities of the vessel previously known as New 
Konk, a multiyear saga involving a group of sanctions evad-
ers that used the vessel—under various names—to make 
illicit ship-to-ship oil transfers with North Korea, create 
fraudulent ship identities, and launder proceeds using shell 
companies. The New Konk and its series of Hong Kong front 
company owners have appeared repeatedly in the annual 
reports of the United Nations Security Council’s (UNSC) 
DPRK Sanctions Committee tracking sanctions evasion, 
but the ship apparently remains active. Little media focus 
has been placed on Hong Kong’s central role in its move-
ments.

Hong Kong continues to trade on the reputation for 
adherence to international standards that it built up in 
the final years of British colonial rule, which ended in 
1997, and in the first decade of Chinese control. Most 
major international financial institutions have significant 
operations in the city, and until recently its market for 
initial public offerings (IPOs) regularly bested that of New 
York City and London. But this reputation no longer reflects 
reality. Following Xi Jinping’s rise to power in 2012, and 
more forcefully since massive pro-democracy protests in 
2019, China has moved to assert near-total political control 
over Hong Kong, eliminate its democratic institutions, and 
steadily undermine rule of law. It introduced two national 
security laws that have seen it imprison political opponents 
and co-opt the previously independent legal system, 
while passing several constitutional “reforms” to end free 
elections and curtail local autonomy. 

Hong Kong’s emergence as the top global center for illicit 
finance and trade reflects deliberate government policy. 
John Lee’s October 2022 statement, noted above, that the 
city would not enforce sanctions on Russia was offered in 
response to a mega-yacht docked in the city that belonged 
to a sanctioned Russian oligarch—a particularly visible 
symbol of the city’s embrace of sanctions evaders. And for 
years, the government has openly flouted its legal obligation 
to enforce the U.N.’s North Korea sanctions against evaders 
within its borders. Such failures to act served as a green 
light for smugglers, making it clear that sanctions will not 
be enforced. 

Because Hong Kong is still seen by many as within the orbit 
of international order and cooperation, few questions are 
asked about shipments there. It is simple and cheap to open 
a Hong Kong-based company and firms in the territory can 

buy goods produced by U.S. companies like Apple and Texas 
Instruments with little trouble. Once in Hong Kong, goods 
can be shipped with no questions asked to countries and 
companies under Western sanctions and trade controls. 

Hong Kong’s role in helping Russia continue its assault 
against Ukraine is startling in its growth and extent. Our 
analysis of customs data provided by C4ADS shows that 
following the February 2022 invasion of Ukraine, Hong 
Kong’s semiconductor exports to Russia initially dropped, 
likely as officials assessed the situation. Yet just eight 
months after the invasion started—the same month 
that John Lee said that the territory wouldn’t enforce U.S. 
sanctions—chip shipments had nearly doubled from their 
pre-war levels. A substantial portion of shipments—nearly 
40 percent of goods shipped from August to December 
2023, for example—appear on the Common High Priority 
Items List and are likely fueling Russia’s production of 
military goods such as missiles and aircraft. Many of these 
shipments consist of goods purportedly made by Western 
companies such as Intel, Analog Devices, Apple, and Texas 
Instruments. 

Companies based in Hong Kong are also facilitating Iran 
and North Korea’s efforts to trade in military technology as 
well as oil and other natural resources. These efforts have 
enabled these countries to buttress their capabilities, prop 
up their regimes, and obtain much-needed cash. 

Hong Kong plays a central role in shipping drone and missile 
components to Iran, which Iran then provides to Russia and 
destabilizing militias across the Middle East such as the 
Houthis. Hong Kong has also played a key role in Iran’s use 
of complex shell company structures to sell its oil illicitly. 
One such network, known as Triliance, has thus far led the 
U.S. to target 31 different Hong Kong companies over 10 
rounds of sanctions.

For North Korea, Hong Kong acts as a hub for illicit shipping 
operations by which oil and natural resources are traded 
to and from North Korea in violation of U.N. sanctions and 
caps. Often, these transactions are carried out via ship-to-
ship transfers at sea using vessels owned by Hong Kong 
companies. Many of these vessels, like the New Konk, 
regularly use laundered vessel identities and deactivate 
their transponders to mask their activities. 

The Hong Kong government’s regulatory environment, 
which makes it easy to hide the names of corporate 
owners and allows for the rapid creation and dissolution 
of companies, has facilitated these evasion activities. Its 
geography is also crucial: it connects mainland China to 
the busiest shipping lanes in the world. Its past capitalist, 
laissez-faire approach to transport and customs reflects 
its decades as a free port and the absence of taxes on 
most goods. Huge volumes make it impossible to check 
everything, even if the government wanted to, which it 
clearly does not. Because Hong Kong is a major transport 

BENEATH THE HARBOR  | HONG KONG’S LEADING ROLE IN SANCTIONS EVASION



VI

hub, with significant air, shipping, and rail lines that extend 
to China and from there to Russia, North Korea, and Iran, 
it is the ideal hub for evading sanctions and transporting 
materials to these countries. 

Efforts to crack down on Hong Kong’s sanctions evasion 
have proved inadequate. In the U.S., it currently takes 
government authorities months, if not years, to investigate 
and sanction a company. Yet in Hong Kong, new companies 
can be set up in a matter of days. There is little to stop 
sanctions targets from establishing extensive networks of 
front companies at will, continually creating new avenues 
for transferring goods and payments.  The whack-a-
mole strategy of going after individual firms cannot keep 
up with the ease with the rapid creation and dissolution 
of companies permitted by Hong Kong regulations. 
Successfully stemming these activities requires a new and 
forceful approach.

We recommend the following:
1.	 The U.S. should use its secondary sanctions author-
ity to designate Hong Kong and Chinese banks financ-
ing illicit trade, adding them to the Specially Designated 
Nationals List and blocking their access to U.S. markets and 
U.S. dollar clearing. The Biden Administration has repeat-
edly threatened to do so without acting on these threats. 
It is time to act.

2.	 The U.S. should Designate Hong Kong as a Primary 
Money Laundering Concern (“PMLC”). A PMLC designa-
tion would authorize the Treasury Department to pursue 
special measures against Hong Kong as a jurisdiction (as 
well as particular financial institutions) to prevent illicit 
transactions, such as requiring U.S. financial institutions 
dealing with Hong Kong to disclose the beneficiaries of ac-
counts opened by Hong Kong individuals or companies in 
the United States as well as the customers of Hong Kong 
banks using the U.S. financial system to clear dollar trans-
actions. It would effectively act as a “middle-ground” pre-
ventive measure, strengthening the U.S. government’s 
tools for enforcement while stopping short of what is now 
a politically impractical full-fledged sanctions regime 
against Hong Kong.

3.	 Congress should act to increase resources and coor-
dination across government departments responsible 
for sanctions and export control enforcement. This 
would involve significantly increasing funding for addition-
al resources, including data and analytical tools and per-
sonnel, to the Commerce, Treasury, and State Department 
offices responsible for investigation and enforcement. Ad-
ditionally, there is a pressing need to formalize and regu-
larize cross-departmental coordination across sanctions 
and export control investigation and enforcement offices, 
which to date has often been conducted ad hoc without a 
centralized coordinating authority.

4.	 The U.S., E.U., and their allies should focus more 
resources on targeting individuals as well as the associ-
ated entities facilitating sanctions evasion—notably lo-
gistics firms, insurers, and corporate registry services pro-
viders. By merely sanctioning companies directly engaged 
in trading illicit goods, Western authorities are attacking 
the stem without reaching the root. Individuals can set up 
new companies with ease and avoid sanctions, and they 
often do so by partnering with the same service providers, 
which along with financial firms make up the core infra-
structure of Hong Kong’s sanctions evasion environment.

5.	 Global financial firms should enhance anti-money 
laundering (AML) procedures to capture data like cus-
toms records and suspicious vessel activity. Banks regu-
larly review and flag public reports on their clients. How-
ever, to our knowledge, no financial firm has incorporated 
technical data such as customs records and suspicious ves-
sel tracking data into these reviews. Banks should enhance 
their data collection and review capabilities in complying 
with “know your customer” and AML requirements.

6.	 The U.S., E.U., and their allies should increase en-
forcement and penalties against manufacturers and 
distributors of sensitive technologies. This includes im-
posing strict civil penalties on companies that knowingly 
or negligently allow their products to be diverted to sanc-
tioned entities and launching enforcement actions against 
particularly egregious offenders. Increasing the cost of in-
action will get companies to take their compliance obliga-
tions seriously.

The world has changed, and the U.S. and the international community have failed to adapt. 
Hong Kong has become unrecognizable from its prior role as a reliable partner in main-
taining international order and stability. The U.S. and the international community must act 
quickly to adjust to these new circumstances, or else Hong Kong will solidify its role as a key 
destabilizing force in the world.

COMMITTEE FOR FREEDOM IN HONG KONG FOUNDATION
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Glossary of Frequently Used Terms & Acronyms 
 

Term Meaning 

AIS Automatic Identification System, a mandatory location transmission device used to track 
vessel locations. 

AML 

Anti-Money Laundering, a set of laws, regulations, and procedures designed to prevent 
criminals from disguising illegally obtained funds as legitimate income. AML measures are 
aimed at detecting and reporting suspicious financial activities, ensuring financial 
institutions comply with regulations, and preventing the misuse of the financial system for 
money laundering, terrorist financing, and other illicit activities. 

BIS 
Bureau of Industry and Security, a U.S. government agency within the Department of 
Commerce that regulates the export of sensitive goods and technologies to enhance 
national security and foreign policy objectives. 

CCL 

Commerce Control List, a list maintained by the Bureau of Industry and Security (BIS) that 
categorizes items subject to export control regulations under the Export Administration 
Regulations (EAR). The CCL includes goods, software, and technology that have military, 
nuclear, or dual-use applications. 

CHPL 
Common High Priority Items List, a list maintained by the U.S., E.U. and their allies of items 
that are of the highest priority for Russia in its war effort, such as integrated circuits and 
other essential technology. 

Dual-use item 
An item or good with both civilian and military applications. These items are subject to 
export control regulations because they have the potential to contribute to military 
capabilities or weapons development while also having legitimate commercial uses. 

DU Code 

A code used in the E.U. to identify dual-use items that have both civilian and military 
applications. The DU Code helps in categorizing and controlling the export of these items to 
prevent their misuse for military purposes or in activities that pose national security risks. 
E.U. equivalent of a U.S. ECCN. 

ECCN 
Export Control Classification Number, an alphanumeric code used in the CCL to identify 
items for export control purposes. The ECCN determines the level of control and licensing 
requirements needed for exporting a specific item. U.S. equivalent of an E.U. DU Code. 

Entity List 

A list maintained by BIS that identifies foreign parties, including companies, organizations, 
and individuals, that are subject to specific license requirements for export and re-export of 
certain U.S. goods, software, and technology. Entities on this list are believed to be involved 
in activities contrary to the national security or foreign policy interests of the United States. 

Export Controls 

Regulatory measures implemented by governments to restrict the export of certain goods, 
technologies, and services for reasons related to national security, foreign policy, and 
economic protection. Export controls often involve licensing requirements, prohibitions, 
and penalties for non-compliance. In contrast to sanctions, which apply to “persons” or 
countries, export controls apply to goods. 

HS Code 

Harmonized System Code, an internationally standardized numerical system used to 
classify traded products. Developed by the World Customs Organization (WCO), HS Codes 
are used by customs authorities around the world to identify products for the application of 
tariffs, collection of trade statistics, and enforcement of trade regulations, including 
sanctions. Each code corresponds to a specific product or category of products. 



 

BENEATH THE HARBOR | HONG KONG’S LEADING ROLE IN SANCTIONS EVASION  
VIII 

JCPOA 

Joint Comprehensive Plan of Action, an agreement reached in 2015 between Iran and the 
P5+1 group of countries (China, France, Russia, the United Kingdom, the United States, and 
Germany) along with the European Union. The JCPOA aimed to ensure that Iran’s nuclear 
program is exclusively peaceful in exchange for the lifting of economic sanctions. In May 
2018, the United States unilaterally withdrew from the agreement, leading to the 
reimposition of U.S. sanctions on Iran. 

OFAC 
Office of Foreign Assets Control, a U.S. Department of the Treasury agency responsible for 
administering and enforcing economic and trade sanctions (but not export controls, which 
are the responsibility of BIS). 

PMLC 

A designation used by the U.S. Department of the Treasury to identify foreign financial 
institutions, jurisdictions, or entities that pose significant risks of money laundering. This 
designation, under Section 311 of the USA PATRIOT Act, allows the Treasury to impose 
special measures to protect the U.S. financial system from money laundering and other 
illicit activities associated with the designated entities. 

Primary 
Sanctions 

Direct restrictions imposed by a country on its own nationals, entities, and individuals and 
entities within its jurisdiction. These sanctions apply to U.S. Persons (see definition below). 

Sanctions 
Evasion 

The act of deliberately circumventing or violating international sanctions imposed by 
governments or international bodies. This can involve various tactics such as falsifying 
documents, using third-party intermediaries, transshipping goods through third countries, 
and utilizing complex financial networks to obscure the true nature of transactions, thereby 
enabling sanctioned entities to continue prohibited activities. 

Secondary 
Sanctions 

Sanctions imposed by a country that target non-compliant foreign individuals and entities, 
even if they have no direct connection to the sanctioning country. These sanctions aim to 
deter third-party countries, businesses, and individuals from engaging in activities with 
targeted countries, individuals, or entities by threatening penalties such as restricted access 
to the sanctioning country’s financial system or markets. 

Transshipment 
Shipping goods to an intermediary location before forwarding them to a final destination. 
This practice is often used to disguise the origin or destination of goods and evade sanctions 
or trade restrictions. 

UNSC 

United Nations Security Council, one of the six principal organs of the United Nations, 
responsible for maintaining international peace and security. The UNSC plays a key role in 
the implementation and enforcement of UN sanctions, including the establishment of 
sanction regimes, monitoring compliance, and imposing measures such as asset freezes, 
travel bans, and arms embargoes. 

UNSC Sanctions 
Committee (on 
North Korea) 

A committee established by the United Nations Security Council to oversee the 
implementation and enforcement of sanctions related to North Korea. The committee is 
responsible for monitoring compliance with UNSC resolutions, investigating violations, and 
recommending measures to strengthen sanctions. The goal of these sanctions is to curtail 
North Korea’s nuclear and ballistic missile programs and to promote peace and security in 
the region. 

UNSO/UNATMO 
United Nations Sanctions Ordinance and United Nations (Anti-Terrorism Measures) 
Ordinance, laws in Hong Kong that implement United Nations Security Council sanctions 
and provide for their enforcement. 

U.S. Persons 
A legal term that refers to all individuals and entities subject to U.S. jurisdiction, including 
U.S. citizens and permanent residents (wherever located), individuals physically present in 
the United States, and corporations and other entities organized under U.S. laws. 
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Introduction 

April 22, 2023, was a bad day for Li Jianwang. On that day, the Shenzhen-based trader learned that the U.S. 
government had sanctioned his Hong Kong company, Arttronix International (HK) Ltd., for allegedly shipping 
Western-made drone parts to Iran. He may have found his company’s bank accounts frozen, its credit lines 
blocked, and its business operations at a standstill. 

But Li did not sit idle. Hong Kong Companies Registry documents show that within days, he and his co-owner, 
Liu Jing, filed to dissolve Arttronix. Once the company was delisted and the attention had died down, Li sprang 
back into action. He registered a new company, ETS International (HK) Ltd., using a different name for the owner 
and omitting his passport number as director. The Companies Registry did not record any concerns or red flags, 
and within days of the new filing, the new company was up and running. Li Jianwang was back in business. 

Li’s story is not unique. In recent years, Hong Kong has become a global hub for sanctions evasion, particularly 
for those doing business with Russia, North Korea, and Iran. The city’s appeal is clear: as its political ties with the 
West have frayed, so has its cooperation with Western governments. Hong Kong offers an environment where 
corporate ownership is easily concealed, shell companies can be created or dissolved swiftly, and the 
government often turns a blind eye to money laundering. This environment allows traders to outmaneuver 
Western sanctions repeatedly. 

While the U.S. government has acknowledged the problem, action has been slow. Despite a December 2023 
executive order granting the authority to sanction banks that are financing Russian sanctions evaders in Hong 
Kong, the Biden Administration has hesitated to act. It has issued repeated warnings, but no financial firms have 
been sanctioned. The Treasury Department recently stated that its latest round of sanctions would “ratchet up 
the risk of secondary sanctions for foreign financial institutions,” without specifying how this would happen.2 

This report aims to shine a light on the many companies and individuals that are evading sanctions from the 
safety of Hong Kong. We focus on Hong Kong’s relationships with three countries: Russia, Iran, and North Korea. 
For each country, we examine how they use Hong Kong’s permissive political and legal atmosphere to bypass 
global sanctions, sell their goods, and import components for military and weapons programs. 

We have accessed extensive data, including customs records, corporate registries, U.N. Security Council records, 
and vessel automatic identification system (“AIS”) tracking information. We have used this data to examine 
specific instances of Hong Kong companies and individuals who are using the city as a base to facilitate sanctions 
evasion. 

However, this report can only expose a fraction of the total cases. Our goal is not to list every sanctions evader—
an impossible task—but to highlight the pervasive nature of these practices, the Hong Kong government’s 
complicity through inaction, and the failure of Western governments to adapt. Ultimately, our purpose is to 
underscore how this extensive evasion concentrated in a single city undermines global security and stability, 
and how it can be stopped. 

In the following sections, we will explore the legal frameworks governing sanctions, provide in-depth analyses 
of specific cases, and offer recommendations to strengthen enforcement and close loopholes. Our goal is to shed 
light on these practices and urge timely and effective action from the U.S. and its allies. 

1
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Part I: Legal Overview 
 

Relevant Global Sanctions and Export Control Framework 
§ This section provides a brief overview of the existing global sanctions and export control 

framework, focusing on the U.S., E.U., and U.N. programs. Each of these programs plays an 
important role in shaping global trade and security policies, though the U.S. program has an 
outsized impact due to the core role of the U.S. financial system in the global economy. The 
departments and programs discussed in this section will be referenced throughout the report. 

 

U.S. Sanctions and Export Control Framework3 

U.S. Export Controls 
U.S. export control regulations are administered by the Department of Commerce’s Bureau of 
Industry and Security (“BIS”). BIS regulates the export of a wide range of sensitive goods via a 
complex scheme with varying categories and requirements. The extensive list of regulated items 
is called the Commerce Control List (“CCL”). 

Many items subject to the CCL have what’s called an Export Control Classification Number 
(“ECCN”), which includes goods like nuclear materials, certain chemicals, and electronics. If an 
item has an ECCN, it must be managed in accordance with the specific restrictions for that ECCN. 
These items are often referred to as dual-use items because they have both commercial and 
military or proliferation applications. Dual-use items require careful control to prevent their use 
in activities that might threaten national or international security. 

Every exported good under BIS jurisdiction that does not fall into a particular ECCN is designated 
“EAR99”—the catch-all category. These items generally pose less risk and are less likely to be 
used in a military or proliferation context but are still subject to certain requirements. 

Items under EAR99 can usually be exported without a license, except to embargoed countries, 
prohibited end users, or for prohibited end uses. 

Goods relevant to this report usually have ECCNs. Semiconductors, advanced technologies, 
metals and raw materials all have ECCNs. There are also goods from EAR99 that are being illegally 
exported to Russia, but since they tend to be more widely available and of lower risk, it is very 
difficult to prevent this and often not the best use of enforcement resources. 
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U.S. Sanctions 
U.S. sanctions are administered by several government bodies, primarily the Department of the 
Treasury’s Office of Foreign Asset Control (“OFAC”). 

Primary sanctions prohibit transactions between “U.S. persons” (a legal term that includes U.S. 
Citizens, U.S. entities, and individuals/entities physically located in the U.S. or acting within the 
U.S.) and sanctioned countries or persons. There are three main types: 

1. Comprehensive Sanctions: These are broad-based and prohibit almost all transactions
between the U.S. and the sanctioned country. Examples include sanctions against Iran and
North Korea.

2. Targeted Sanctions: These focus on specific individuals, entities, or sectors within a country.
Examples include sanctions against Russian individuals and companies providing support to
the Ukraine invasion.

3. Sectoral Sanctions: These target specific sectors of a country’s economy, such as financial
services, energy, and defense industries. An example would be the sanctions imposed on
Russia’s energy sector.

These sanctions also prohibit a U.S. person from “facilitating” a transaction between foreigners 
that would be prohibited if conducted by a U.S. person. The U.S. government interprets 
facilitation very broadly to include actions such as approving a transaction by a foreign 
subsidiary, assisting with planning a transaction, or altering foreign subsidiary policies and 
procedures to permit illicit transactions. 

Primary sanctions can also be applied to non-U.S. persons if they “cause” U.S. persons to violate 
U.S. sanctions, such as by using a U.S. bank to process illicit transactions. 

One limitation of primary sanctions is that they usually don’t apply to subsidiaries of U.S. persons, 
with the exception of the Iran and Cuba sanctions programs. This means that a U.S. company can 
deal with sanctioned individuals or companies through a subsidiary if it is done without explicit 
or implicit facilitation by a U.S. person. While this is a significant limitation and can be exploited 
as a loophole, in practice it is a difficult needle to thread. Since the U.S. government considers a 
wide range of actions to be “facilitation,” including virtually any oversight or approvals of 
subsidiaries, most U.S. companies apply their sanctions policies to foreign subsidiaries. 

Secondary sanctions do not require a U.S. nexus. They may be imposed on non-U.S. persons 
directly or indirectly engaged in certain transactions, such as doing business with persons or 
countries sanctioned by the U.S. Currently, the sanctions programs for Russia, Iran, North Korea, 
Hong Kong, and Syria include secondary sanctions provisions. 

Unlike primary sanctions violations, which can result in criminal or civil penalties, secondary 
sanctions block the person’s access to U.S. markets and, by extension, much of the global 
financial system. 

The Entity List: A Newer Hybrid Sanctions/Export Control Tool4 

Traditionally, OFAC sanctions target people, companies, and countries, while BIS export 
controls target goods. However, BIS has also developed a list of entities that are subject to 
restrictions on receiving exports of U.S. goods due to national security concerns. This list, 
known as the Entity List, was created in 1997 for regulating nuclear proliferation but in 
recent years has been expanded greatly to include a long list of Chinese companies dealing 
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in advanced technology or associated with the military, as well as a large and growing list 
of Russian companies associated with the war in Ukraine or advanced technology. 

Entities on the Entity List are subject to specific license requirements for the export, re-
export, and in-country transfer of specified items.  

Technically, companies on the Entity List can apply for a license to obtain U.S. dual-use 
goods. However, most entities on the list are subject to either a “presumption of denial” or 
an outright “policy of denial.” Thus, in practice, export or re-export of dual-use goods to 
these entities is generally prohibited. 

The Entity List functions as a hybrid tool, combining elements of both export controls and 
sanctions to restrict entities that pose risks to U.S. national security and foreign policy 
interests. 

 

E.U. Sanctions and Export Control Framework 

E.U. Export Controls 
E.U. export control regulations are governed primarily by the Dual-Use Regulation (Regulation 
(EU) 2021/821). This regulation sets out the rules for the export, transfer, brokering, and transit 
of dual-use items, which are goods, software, and technology that can be used for both civilian 
and military applications. The regulation includes the E.U. Control List, which categorizes dual-
use items such as nuclear materials, chemicals, electronics, computers, telecommunications 
equipment, and information security equipment.5 

Each controlled item is assigned a dual-use code (“DU Code”), akin to the U.S. ECCN system, 
which determines the specific licensing requirements. Items without a DU Code are generally not 
subject to export license restrictions, but the E.U. applies “catch-all controls” to prevent the 
export of items that could contribute to military proliferation or human rights abuses. 

The regulation provides for different types of export authorizations: 

• E.U. General Export Authorizations (EUGEAs): These allow exports to certain destinations 
under specific conditions. 

• National General Export Authorizations (NGEAs): Issued by member states, these must be 
consistent with existing EUGEAs. 

• Global Licenses: Granted to one exporter for multiple items and destinations. 
• Individual Licenses: Granted to one exporter for one or more dual-use items to a specific 

end-user 

E.U. Sanctions 
E.U. sanctions, known as restrictive measures, are adopted as part of the E.U.’s Common Foreign 
and Security Policy (CFSP). Like U.S. sanctions, these sanctions can target countries, entities, or 
individuals and typically include travel bans, asset freezes, and trade restrictions. Sanctions are 
adopted through CFSP decisions, which are implemented by regulations directly applicable in all 
E.U. member states to ensure uniform application across the bloc.6 
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An important limitation to E.U. sanctions is that CFSP decisions typically must be unanimously 
adopted by all member states. This can make it difficult to obtain unanimous consent on 
sanctions measures, especially those affecting nations with which certain member states have 
closer relations. Member states are responsible for enforcing sanctions, with compliance 
measures including reporting requirements for financial institutions and companies, and 
penalties for violations determined by national laws. 

U.N. Sanctions Framework 
U.N. sanctions are administered primarily by the United Nations Security Council (“UNSC”), 
which is mandated by the U.N. Charter “to maintain international peace and security.” To fulfill 
this mandate, the UNSC can issue various enforcement measures including economic sanctions, 
arms embargoes, financial penalties and restrictions, and travel bans.7

The UNSC consists of 15 members, including five permanent members—China, France, Russia, the 
United Kingdom, and the United States. Actions by the UNSC require a nine-member 
supermajority vote in favor, but any of the five permanent members can veto an action. 
Consequently, U.N. sanctions are generally feasible only against smaller “rogue” nations, as 
actions against any of the permanent members or their close allies are likely to be vetoed. 

Once a sanctions regime is adopted, sanctions designations against “persons”—which, like for U.S. 
sanctions, is a legal term that includes both entities and individuals—can be proposed by member 
states, the U.N. Secretary General, or the sanctions committees established by the UNSC to 
oversee specific sanctions regimes. For a relevant sanctions committee to designate a person, 
there must be a consensus of all committee members through a five-day no-objection procedure. 
As veto-wielding UNSC members typically influence the sanctions committees, any permanent 
member can effectively block a designation. 

A Panel of Experts, established by the respective sanctions committee, monitors and reports on 
the implementation and effectiveness of sanctions regimes. They conduct investigations, gather 
evidence, and issue reports on efforts to evade sanctions. These reports, which often compile 
substantial evidence of misconduct and “name and shame” the involved individuals and 
companies, are important resources for those investigating sanctions evaders. However, the 
reports are advisory and do not compel the UNSC or member states to act on the findings.8 

Once sanctions designations are made, enforcement relies on member states to implement the 
measures domestically through national legislation and enforcement mechanisms. This 
decentralization of enforcement, inherent in the U.N.’s structure, often complicates effective 
monitoring and enforcement, particularly when countries are uncooperative. 

Therefore, while U.N. sanctions play an important role in pressuring targeted regimes, they are 
typically insufficient on their own. They are usually supplemented by more robust sanctions 
programs from the U.S., Europe, or other countries. 
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Hong Kong Sanctions Compliance Framework 
Hong Kong claims it adheres only to U.N. sanctions, not foreign state sanctions, because Western unilateral 
sanctions—or even the Chinese Unreliable Entity List—have “no legal basis” in the city. However, the actual 
situation is more complex. 

Hong Kong implements U.N. sanctions through the locally enacted U.N. Sanctions Ordinance (“UNSO”)9 and the 
U.N. (Anti-Terrorism Measures) Ordinance (“UNATMO”),10 but only indirectly. According to these laws, Hong 
Kong is to enforce U.N. sanctions if, and only if, instructed to do so by Mainland China’s Ministry of Foreign Affairs. 

In practice, Beijing has directed Hong Kong to apply U.N. sanctions, such as those against North Korea, but this 
report will further explore in the North Korea section the extent to which the city enforces these sanctions. 

Sanctions evasion is a criminal offense in Hong Kong and is punishable by imprisonment. Under U.N.SO, 
regulations may prescribe that a contravention or breach shall be punishable—(a) on summary conviction, by a 
fine not exceeding $500,000 (U.S.$64,000) and imprisonment for a term not exceeding 2 years; or (b) on 
conviction on indictment, by an unlimited fine and imprisonment for a term not exceeding 7 years. UNATMO 
provides for penalties of up to 14 years’ imprisonment and a fine of HK$5 million (U.S.$640,000). 

Although Hong Kong is not bound by the U.S. and its allies’ sanctions separate from those implemented by the 
U.N., such as the Russia and Iran sanctions regimes, it is likely that most financial institutions in Hong Kong
voluntarily comply with them. This compliance is due to their global operations and the need to manage risks
associated with the international financial system, particularly the U.S. financial system. This is even the case for
U.S. sanctions targeting Hong Kong itself. For instance, when former Hong Kong Chief Executive Carrie Lam was
sanctioned, she reported that she had been unable to get a bank account in Hong Kong (even with Chinese
banks),11  and when John Lee launched his campaign for Chief Executive, he was reportedly only accepting
campaign contributions in cash.12 
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Overview of Existing Sanctions and Export Controls on Russia, 
Iran, and North Korea 

Current Sanctions and Export Controls on Russia 
Before Russia’s 2014 invasion of Ukraine’s Crimea and 
Donbas regions, certain U.S. and E.U. export 
restrictions were already in place against Russian 
targets for national security and non-proliferation 
reasons, but there was no focused sanctions program 
for Russia. 

Following the 2014 invasion, the U.S. and E.U. 
implemented “sectoral sanctions” prohibiting the 
provision of short-term credit to designated banks and 
energy companies, while simultaneously imposing 
targeted sanctions on certain Russian officials.13  BIS 
also expanded export restrictions on high technology 
items and added a number of Russian companies to 
the Entity List, 14  while the E.U. followed suit with 
prohibitions on export of arms, dual-use goods with 
military applications, and certain energy-related 
equipment and technology. 15  These sanctions were 
progressively tightened between 2014 and 2022, but 
remained relatively restrained.16 

In response to Russia’s invasion of Ukraine in 2022, the 
U.S., E.U. and their allies have vastly expanded their
Russia sanctions programs, implementing a series of
actions targeting various sectors of the Russian
economy, its financial system, key individuals and
companies, and technology transfers. These sanctions
have included adding Russian elites and officials to the
SDN List (effectively cutting them off from the
international financial system), freezing Russia’s
foreign currency reserves, freezing Russian bank
assets, restricting sovereign debt transactions and
lending, and banning imports of oil, natural gas, gold,
diamonds, and other valuable goods from Russia.17 

On the export control front, the U.S. has restricted 
export of any items on the Commerce Control List, 
luxury goods, military end use goods, and other 
specifically listed sensitive items. It has also added 
many Russian entities to the Entity List and Denied 
Persons List, which technically imposes a license 
requirement but in effect has prohibited export of 
virtually all items to these entities (both from the CCL 
and general EAR99 goods). The E.U. has similarly 
blocked Russian access to a range of E.U. goods and 

technology, including many dual-use goods, oil, 
luxury products, oil tankers, and industrial products.18 

The U.S., E.U., and their partners have issued a 
“Common High Priority List” (“CHPL”) as guidance to 
exporters. This list includes items that are of the 
highest priority for Russia in its war effort, such as 
integrated circuits and other essential technology.19 
Given the importance of these items to the sanctions 
and export control effort, in this report we have 
focused much of our investigation on Hong Kong’s 
transshipment of goods from the CHPL. 

Until December 2023, the U.S. was primarily 
sanctioning Russians, Russian entities, and foreign 
entities involved in illicit re-exports or in facilitating 
evasion of U.S. sanctions. In December 2023, however, 
the U.S. issued Executive Order 14114,20 which permits 
secondary sanctions on non-U.S. financial institutions 
working with Russian SDNs, even if they are not 
directly violating U.S. sanctions, as well as anyone 
supporting the Russian military-industrial base in any 
capacity. If used assertively, this EO represents a 
major escalation as it could permit sanctions against 
Chinese and Hong Kong financial institutions 
financing the illicit export of Western technology to 
Russia. 

Ukraine’s President Volodymyr Zelensky, Germany’s Angela 
Merkel, France’s Emmanuel Macron, and Russia’s Vladimir Putin 
meet in December 2019 for negotiations over Ukraine. 
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Current Sanctions and Export Controls on Iran 
Prior to 2015, Iran was subject to stringent multilateral 
sanctions designed to pressure it to give up its nuclear 
weapons program. These included U.N., U.S., and E.U. 
direct sanctions, as well as U.S. secondary sanctions 
designed to target non-U.S. persons who conducted 
otherwise lawful business with Iran.21 

In 2015, Iran entered a multilateral agreement—the 
Joint Comprehensive Plan of Action (“JCPOA”)—with 
the U.S. and other countries to lift nuclear 
proliferation sanctions (though not ballistic missile 
and other sanctions) in exchange for limiting its 
nuclear development activities and subjecting its 
nuclear program to international monitoring. 22  In 
2018, the Trump Administration, acting without U.S. 
allies, withdrew from the JCPOA and unilaterally 
reimposed U.S. sanctions. Other parties to the JCPOA 
did not follow suit.23 

Thus, whereas prior to 2015 the nonproliferation 
sanctions against Iran were multilateral and 
international, today they are largely U.S.-driven.24 The 
current U.S. sanctions are comprehensive, targeting 

Iran’s energy, financial, military, shipping, 
construction, mining, textiles, automotive, and 
manufacturing sectors, along with any entities that 
transact with these sectors.25 

Separate from nonproliferation sanctions, however, 
the E.U. has joined the U.S. in imposing sanctions on 
Iran related to the provision of drones and missiles to 
Russia for use in the war in Ukraine. These sanctions 
target individuals and entities involved in transferring 
Iran’s missiles and drones to Russia and armed militias 
in the Middle East such as Hezbollah and the Houthis.26 

Current Sanctions and Export Controls on North Korea 
 
U.N. Sanctions and Export Controls 
The U.N. has imposed progressively tighter sanctions 
on North Korea since 2006, when the country 
conducted its first nuclear weapons test. These 
sanctions include bans on trade in military supplies, 
luxury goods, money transfers, metals, crude oil and 
petroleum above 500,000 barrels per years, textiles, 
machinery, and other areas.27 

Perhaps surprisingly given the world’s significant 
focus on North Korea’s nuclear proliferation over the 
past two decades, the U.N. sanctions list is relatively 
short, containing only 80 individuals and 75 entities 
(155 total).28 This is due to two important factors that 
limit the impact of U.N. sanctions. First, the sanctions 
have typically targeted North Korean persons and 
entities controlled by North Korean persons, but rarely 
foreign sanctions evaders. Seventy-nine of the 80 
individuals on the list are North Korean citizens; the 
sole foreigner is Taiwanese and is listed without 

nationality due to the U.N.’s lack of recognition for 
Taiwan. Second, U.N. sanctions lists must be 
approved by consensus of the North Korea Sanctions 
Committee, which effectively allows any of the five 
permanent members of the UNSC to veto new 
sanctions targets, including China and Russia. Given 
these countries’ close relationship with North Korea, 
particularly China, it has been difficult to add new 
North Korean companies and individuals to the 
sanctions list over time.  

The UNSC thus focuses on naming-and-shaming 
tactics to try to compel member states to enforce the 
sanctions. Through 2024, the UNSC Sanctions 
Committee on North Korea (the “UNSC Sanctions 
Committee”) has published annual and six-monthly 
interim reports with extensive findings on sanctions 
evaders.29 These reports contain detailed information 
on the foreign companies, vessels, and individuals 
involved in illicit trade with North Korea. However, in 

Representatives of nations signing the JCPOA, April 2, 2015 (U.S. 
Department of States). 
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March 2024, Russia vetoed a resolution to extend the 
mandate for these reports—a significant blow to the 
already weakened U.N. sanctions regime on North 
Korea.30 

U.S., E.U., and Allied Sanctions and 
Export Controls 
The United States maintains a comprehensive 
sanctions regime against North Korea, designed to 
pressure the country into abandoning its nuclear and 
missile programs, improving its human rights record, 
and ceasing other destabilizing activities. These 
sanctions encompass a wide range of measures, 
including primary sanctions directly targeting North 
Korean entities and individuals and secondary 
sanctions aimed at foreign entities engaging with 
North Korea. 

Primary sanctions include strict prohibitions on 
financial transactions with North Korea, which restrict 
U.S. financial institutions from dealing with North 
Korean banks or entities. These measures also involve 
freezing the assets of designated individuals and 
entities involved in proliferation activities. Trade 
restrictions are extensive, banning the export of goods, 
services, and technology to North Korea, which 
notably includes luxury goods intended to target the 
regime’s elite.31 

Secondary sanctions extend the reach of U.S. 
restrictions by targeting foreign companies and 
individuals that engage in significant trade with North 
Korea. This includes entities in China and Russia. The 
U.S. also sanctions foreign shipping companies and 
vessels involved in illicit ship-to-ship transfers and 
smuggling activities to and from North Korea. Cyber 
activities are also a significant focus, with sanctions 
imposed on North Korean entities and individuals 
involved in cyberattacks, such as the Sony Pictures 

hack in 2014 and the WannaCry ransomware attack in 
2017. These sanctions aim to curb North Korea’s cyber 
warfare capabilities and prevent further 
cyberattacks.32 

In addition to targeting nuclear and missile programs, 
U.S. sanctions also address human rights abuses. The 
U.S. has sanctioned North Korean officials and entities 
responsible for forced labor camps, extrajudicial 
killings, and restrictions on freedom of expression and 
movement. Entities involved in censorship and media 
control are also targeted, aiming to restrict the 
regime’s ability to control information and suppress 
dissent. 

The European Union (E.U.) has implemented several 
rounds of sanctions against North Korea, often in 
concert with U.N. and U.S. sanctions. These measures 
include import and export bans on coal, iron, seafood, 
textiles, and other key commodities from North Korea, 
and prohibiting the export of luxury goods, machinery, 
and other items to the country. Financial sanctions 
involve freezing the assets of individuals and entities 
involved in North Korea’s nuclear and missile 
programs and restricting financial transactions with 
North Korean banks.33 

Several other countries, including Australia, Japan, 
and South Korea, have imposed their own unilateral 
sanctions on North Korea. Japan bans all trade with 
North Korea and imposes strict controls on the 
transfer of goods and technology that could support 
North Korea’s military programs, along with 
sanctioning entities and individuals involved in 
weapons development. South Korea has a dual 
approach of sanctions and engagement, imposing 
sanctions like those of the U.S. and Japan while also 
engaging in humanitarian assistance and seeking 
diplomatic solutions to the North Korean threat.34 
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Part II:  
Hong Kong’s Role in Sanctions Evasion—

Findings and Analysis 

 
 

 

 

 

Russia 

Russian Efforts to Evade Sanctions — Overview 
Russia has been open about its efforts to evade 
sanctions imposed in response to its 2014 and 2022 
invasions of Ukraine. It has expanded and formalized 
its trade relationships with authoritarian countries 
across the world including China,35 Iran,36 and North 
Korea,37  as well as some democracies such as India 
that have remained neutral in the Ukraine conflict.38 

Shortly after the February 2022 invasion, Russia’s 
imports dropped significantly, but by September they 
had rebounded to exceed prewar levels. A January 
2023 report from the Silverado Policy Accelerator, a 
U.S. think tank, examined Russian import data to 
understand the causes of this rebound. They found 
that as of October 2022, year-on-year imports from the 
E.U., U.S., and U.K. had declined 52 percent, 85 
percent, and 89 percent, respectively. But China, 
Belarus, Turkey, Kazakhstan, Kyrgyzstan, Armenia, 
and Uzbekistan imports had increased well beyond 
their prewar levels, while exports from many other 
countries had rebounded from their Spring 2022 
lows.39 

Despite strict export controls, Russia has managed to 
obtain advanced technology from the U.S., Europe, 
Japan, Taiwan and other countries that have imposed 

sanctions. In an August 2022 report, the Royal United 
Services Institute (RUSI), a UK defense think tank, 
examined extensive data on disassembled Russian 
weapons found in Ukraine in the first several months 
of the 2022 invasion. The investigation found at least 
450 different unique types of foreign-made 
components across 27 of Russia’s most modern 
military systems including cruise missiles, Unmanned 
Aerial Vehicles (drones), and tanks.40 

RUSI found that 318 of the components —more than 
70 percent—originated in the U.S. Of these, at least 80 
different types of components were subject to export 
controls, many of which were in place well before the 
2022 invasion, suggesting longstanding evasion of U.S. 
export controls. Another 77 components were 
designed and produced by companies from Asia, 
including Japan and Taiwan, while 55 components 
came from Europe.  Eighty-one of the components 
were listed on the BIS Commerce Control List. A full 25 
percent of the UAV components were manufactured 
by two U.S. companies: Analog Devices and Texas 
Instruments. Other U.S. manufacturers identified by 
RUSI included Intel, Atmel, Cypress Semiconductors, 
and Microchip Technology. 

10



BENEATH THE HARBOR | HONG KONG’S LEADING ROLE IN SANCTIONS EVASION 2 

These goods have reached Russia via transshipment 
hubs–jurisdictions not subject to sanctions which 
import restricted goods and re-export them to 
sanctioned parties. Western manufacturers of these 
technologies appear to have done little to increase 
screening of customers to track transshipments. 
These corporate due diligence failures became so 
alarming that in March 2023, the U.S. Departments of 
Commerce, Treasury, and Justice released a joint 
compliance note to inform and warn manufacturers 
about Russia’s “use of third-party intermediaries or 

transshipment points to circumvent restrictions, 
disguise the involvement of [sanctioned individuals or 
entities], and obscure the true identities of Russian 
end users.” After advising companies to be more 
vigilant in detecting red flags for transshipment risk 
came a warning: “Businesses of all stripes should act 
responsibly by implementing rigorous compliance 
controls, or they or their business partners risk being 
the targets of regulatory action, administrative 
enforcement action, or criminal investigation.”41

Hong Kong’s Role in Russia Sanctions Evasion 
Hong Kong, despite its small size, has been a key hub 
for Russian transshipments of prohibited Western 
goods, with semiconductor shipments leading the 
way. The city’s exports to Russia have drastically 
increased since the February 2022 Ukraine invasion. In 
2022, as U.S. and E.U. shipments plummeted, Hong 
Kong’s semiconductor exports alone doubled to $400 
million, just behind mainland China and far above any 
other country. 42  According to Russian customs data 
first reported by Nikkei, 75 percent of semiconductors 
imported into Russia from February 2024 to December 
31, 2022, came from Hong Kong or mainland China. 
These shipments were valued at $570 million—a more 
than tenfold increase from the same period in 2021.43   

Even before Russia’s 2014 invasion of Crimea, Russia’s 
military industry was making use of Hong Kong’s 
corporate secrecy and liberal regulatory environment. 
The Russian paramilitary group Wagner, which played 
a major role in the initial stages of the 2022 invasion 
before its leader Yevgeny Prigozhin rebelled against 
Vladimir Putin, was established in 2012 in Hong Kong 
as the Slavonic Corps before changing its name to 
Wagner in 2013.44 

These early ties became far more extensive after U.S. 
and E.U. sanctions in 2022 further limited Russian 
access to Western markets. According to publicly 
available data collected by C4ADS, after the February 
24, 2022, invasion, Hong Kong and Beijing at first 
appeared to be restricting exports to Russia. Russian 
customs data for February showed $490 million in 
imports originating from Hong Kong, but that number 
plummeted in March, reaching a low of just $101 
million in April. 

There was a sudden shift over the spring and summer, 
however. Russia’s imports from Hong Kong began to 
rise again in May. By August, these imports had 
surpassed their pre-war value, and by December 2022 
the value had reached almost $800 million—62 
percent higher than before the war. 

Data accessed by the Wall Street Journal showed a 
similar effect for high priority technology critical to the 
war effort. Just after the invasion in February 2022, 
Hong Kong’s shipments of processors and 
controllers—key technology for the military—dropped 
to a trickle, reaching a low of just $150,000 in July 2022. 
The next month, however, shipments of these 
components skyrocketed, reaching more than $25 
million in October 2022—well above pre-war 
volumes.45 

This trade relationship continued in 2023, with Hong 
Kong solidifying its role as the key hub for 
transshipment of prohibited U.S. and European goods 
to Russia. In December 2023, Bloomberg and C4ADS 
released a new analysis of Russian customs data 
showing that in the first half of 2023, almost 61,000 
cargoes of U.S. and E.U. semiconductors were shipped 
from Hong Kong to more than 500 Russian companies, 
more than anywhere else in the world.46 
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Previously Reported Instances of Hong Kong’s Links to 
Russian Sanctions Evasion 
Since 2022, a variety of reports on Russian sanctions evasion have implicated Hong Kong companies. 

Alexey Mordashov Yacht 
In October 2022, in a particularly visible and widely 
reported incident, the Nord, a yacht belonging to 
sanctioned oligarch Alexey Mordashov, was seen in 
Hong Kong. In response to questions, Chief Executive 
John Lee reportedly declined to act, stating that Hong 
Kong was under no obligation to enforce unilateral 
sanctions with respect to the yacht.47 Later that month, 
the yacht left the city, but apparently on its own 
volition.48 

Pixel Devices 
In December 2022, in a report examining Russia’s 
acquisition of Western components for its Orlan-10 
drone, RUSI and Reuters reported that a Hong Kong 
company, Pixel Devices Ltd., had shipped at least $210 
million in electronics to Russia from April through 
October 2022. Among these shipments, $50 million 
worth of goods—almost one-fourth—were reportedly 
manufactured by two U.S. companies, Intel and AMD.49 

These companies produce advanced semiconductors 
highly sought after by the Russian military, including 
high-performance CPUs and GPUs. While Pixel Devices 
told Reuters that they do not sell to defense 
companies, the report noted that Pixel’s website says 
that they sell to “businesses in diversified sectors 
including military and aerospace.”50 

RUSI and Reuters reported that the company was 
originally controlled by a Russian resident of Hong 
Kong, Kirill Nosov, who told Reuters that he “helped 
set up the firm but doesn’t work for it.”51 At the time of 
the report, the only current director was Pere Roura 
Cano, a Spaniard who lives in Catalonia. He told 
Reuters, “I’m beginning with these people and I’m not 
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The Nord, Alexey Mordashov’s yacht. 

12



BENEATH THE HARBOR | HONG KONG’S LEADING ROLE IN SANCTIONS EVASION 3 

sure what goods are moving.” A Reuters journalist who 
visited the registered office of Pixel Devices in Hong 
Kong found a small room with cardboard boxes 
stacked to the ceiling, and no employees. 

Asia Pacific Links/SMT-iLogic3 
The same RUSI/Reuters investigation found that parts 
for the Orlan-10 drone were likely being imported by a 
Russian company, SMT-iLogic3, whose  largest 
supplier by far, reportedly accounting for 25% of its 
2022 imports, was Asia Pacific Links Limited, a Hong 
Kong company controlled by Russian national Anton 
Trofimov. 52  From February to October 2022, Asia 
Pacific Links shipped $9 million in components to 
SMT-iLogic3 and another sanctioned Russian 
company called Device Consulting, a significant 
increase from before the war.53  

Many of these shipments appear to have contained 
key components for the Orlan-10 UAV, such as quad-
band cellular modules that were found in wrecked 
Orlan-10s, along with GNSS modules made by Swiss 
company u-blox and computer-on-modules made by 
American company Gumstix.54 

In 2023, the Free Russia Foundation further analyzed 
the SMT-iLogic3 import data and found that Hong 
Kong was the company’s single largest source of 
semiconductor and integrated circuits in 2022, with 
China close behind. Overall, FRF found that in 2022 
Russia had imported $1.617 million in drones and 
drone components from Hong Kong and $3.280 
million from China.55 

Agu Information Technology and DEXP 
International 
In April 2023, Nikkei reported that from September to 
December 2022, a Hong Kong company called Agu 
Information Technology Co. Ltd. sent Russian 
wholesaler Mistral more than 60,000 Intel 
semiconductors worth $18.7 million, with some 
individual components valued at as much as $13,000 
each. Agu was established shortly after Russia’s 

renewed invasion of Ukraine in February 2022. When 
Nikkei reporters visited Agu’s head office address, they 
found an apartment complex with corporate offices 
on lower floors, but no sign of Agu on the door plates.56 
On its website, Agu claimed it acquired components 
directly from manufacturers including Intel and 
Samsung, but Intel claimed to have no record of any 
transactions with Agu.57 

Nikkei also revealed shipments by another Hong Kong 
company, DEXP International Limited, which in 
October and November 2022 shipped $2.5 million in 
Intel and AMD semiconductors to Russian electronics 
wholesaler Atlas, which appears to be operationally 
commingled with a larger electronics retailer, DNS 
Group. From the invasion in February 2022 through 
December 2022, according to customs data reviewed 
by Nikkei, Atlas imported at least $49 million in 
semiconductors.58 

Significant trade in Texas Instruments and 
Analog Devices chips 
In December 2023, using data and analysis provided 
by C4ADS, Bloomberg reported the prominent role 
that semiconductors manufactured by Texas 
Instruments and Analog Devices—both U.S. 
companies—played in the illicit Hong Kong to Russia 
trade. Reviewing data from January to May 2023, the 
report found that over 200 businesses in Russia 
received 17,000 TI chips worth $25 million, with $5.3 
million in chips sent to two sanctioned companies, 
NPP Itelma and VMK. As for Analog Devices, customs 
records showed 13,000 chips shipped to two 
sanctioned Russian companies during the same 
period.59 

Both TI and Analog Devices claimed that they had 
suspended shipments to Russia after the invasion and 
that any reshipments were unauthorized. They did not, 
however, indicate that they have any measures in 
place to audit their resellers for illicit shipments or 
otherwise trace their products’ movements.   
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U.S. Sanctions Evasion Prosecutions Involving Hong Kong 
While criminal charges for evading sanctions against Russia have been fairly rare, particularly given the extensive 
nature of these violations, in at least two cases the U.S. Department of Justice has charged defendants with Hong 
Kong links.

U.S. v. Maxim Marchenko 
In September 2023, Russian national and Hong Kong 
resident Maxim Marchenko was arrested and charged 
with conspiring to defraud the United States, 
smuggling, wire fraud, and money laundering for 
purchasing U.S. dual use goods and transshipping 
them through Hong Kong to Russia. Marchenko 
allegedly operated several Hong Kong companies: 
Alice Components Ltd., Neway Technologies Ltd., and 
RG Solutions Ltd. 60  Through these companies, he 
allegedly transshipped dual use electronics from New 
York-based eMagin, the only manufacturer of micro-
OLEDs in the U.S.,61 to Russia-based Infotechnika, an 
electronics seller. Infotechnika shared its address with 
NPO Electronic Systems, a Russian electronics reseller, 
and its phone/IP address with another entity, NPC 
Topaz. NPO was added to the Entity List in March 2022. 

The mini-OLEDs made by eMagin have important 
military uses in rifle scopes and similar equipment. As 
Marchenko’s orders continued to increase, eMagin 
apparently became skeptical of his purpose and 
began to question him on his end user. Eventually, 
suspicious of the responses, they informed law 
enforcement.62 

In February 2024, Marchenko pled guilty to one count 
of money laundering and one count of smuggling. On 

July 17, 2024, he was sentenced to three years in 
prison.63 

U.S. v. Ilya Kahn 
In January 2024, Ilya Kahn, a Brooklyn resident who is 
a triple citizen of the U.S., Israel and Russia, was 
arrested in Los Angeles and charged with conspiracy 
to violate the Export Control Reform Act for exporting 
dual-use technology to Russian state-connected 
company ELVEES, which was sanctioned in March 
2022.64 

Kahn ran two companies in the U.S.: Senesys Inc. in 
California and the Sensor Design Association in New 
York. The prosecution alleges that through these 
companies, in February and March 2022 he exported 
U.S.-made microcontrollers to ELVEES through 
intermediaries including an unnamed “Hong Kong-
based shipping company.”65 

It is unclear from the criminal Complaint which Hong 
Kong shipping company was involved (The U.S. 
Department of Justice does not typically name 
unindicted co-conspirators). According to trade data 
collected by C4ADS, ELVEES and its full name 
“Electronic Computer Information Systems” do not 
appear in the Hong Kong to Russia shipping data for 
2022 and 2023. 
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New findings and Analysis from Russian Customs Data 

Trends in 2023 Common High Priority Items List Sample Data 
For this report, we conducted new data analysis of Hong Kong’s shipments to Russia with particular focus on 
items on the CHPL. As noted above, the CHPL was developed by the U.S., E.U., and their Russian sanctions 
partners. It contains 50 Harmonized System codes (“HS Codes”)—goods category designations used in the 
shipping industry—that consist of goods critical to the development of Russia’s military systems used in 
Ukraine. 66  Many of the most critical items on the list are integrated circuits and other small electronic 
components, which the Russian military needs to manufacture high-tech weapons and communication systems. 

According to data collected by C4ADS, between August 2023 and December 2023, Hong Kong consignors shipped 
$1.973 billion worth of goods to Russian buyers. Of those shipments, 11 out of the top 25 HS Codes by goods 
value are items on the CHPL. These 11 CHPL HS codes alone made up 74,318 shipments valued at $750 million—
nearly 40 percent of the total value of all goods shipped to Russia during this period. They were led by four 
categories of semiconductors: data receivers (HS Code 851762), computer processors and controllers (854231), 
digital storage and input/output units (847150), and “other integrated circuits” (854239). Other CHPL items in 
the Top 25 shipments included static converters, amplifiers, memory chips, and diodes.  

To further assess these shipments, we examined a sample of this vast dataset consisting of all cargoes 
meeting all the following parameters: 

1. Arrived at Russian customs in December 2023;  
2. Shipped by Hong Kong companies;  
3. Goods listed as manufactured by companies in the U.S., E.U., or Asian democratic allies; and 
4. Categorized under the 11 HS Codes on the CHPL listed in the above chart.  

(hereafter the “December 2023 CHPL dataset”). This dataset included 6,489 separate cargoes valued at $63.7 
million. The individual cargoes ranged in value from more than $3 million to just 12 cents. 

Total Shipment Value HS Code HS Code Description On US Common High Priority Items List?

$214,492,748.01 851762
Machines for the reception, conversion, and transmission or regeneration of voice, images or other data, including 
switching and routing apparatus. Yes

$166,825,303.43 854239 Electronic integrated circuits: Other. Yes

$143,887,884.13 854231
Electronic integrated circuits: Processors and controllers, whether or not combined with memories, converters, logic 
circuits, amplifiers, clock and timing circuits, or other circuits. Yes

$81,704,353.92 847150
Digital processing units other than those of subheadings 8471.41 or 8471.49, whether or not containing in the same 
housing one or two of the following types of unit: storage units, input units, output units. Yes

$71,465,598.89 847170 Storage units. No

$58,727,531.96 847330  Parts and accessories of the machines of heading 8471. No

$58,500,121.93 847130
Portable automatic data-processing machines, weighing not more than 10 kg, consisting of at least a central 
processing unit, a keyboard, and a display. No

$37,311,001.52 851761 Base stations. No

$27,650,041.46 850440 Static converters. Yes

$25,152,301.61 847180 Other units of automatic data-processing machines. Yes

$22,755,868.19 854390 Parts of machines and apparatus of heading 8543. No

$22,433,759.25 854233 Amplifiers. Yes

$22,191,467.81 901890
Instruments and appliances used in medical, surgical, dental or veterinary sciences, including scyntigraphic apparatus, 
other electromedical apparatus and sight-testing instruments; parts and accessories thereof: Other. No

$21,967,555.37 854129 Transistors, other than photosensitive transistors: With a dissipation rate of less than 1W. Yes

$21,107,788.70 854232 Memories. Yes

$20,134,251.19 851779
Other apparatus for the transmission or reception of voice, images or other data, including apparatus for 
communication in a wired or wireless network. No

$19,608,194.57 851830
Headphones and earphones, whether or not combined with a microphone, and sets consisting of a microphone and 
one or more loudspeakers. No

$13,905,705.02 854110 Diodes, other than photosensitive or light-emitting diodes. Yes

$13,385,475.00 890120 Tankers. No

$11,542,826.37 853400 Printed circuits. Yes

$10,138,830.40 901819
Other electro-diagnostic apparatus (including apparatus for functional exploratory examination or for checking 
physiological parameters). No

$9,729,235.75 271019
Petroleum oils and oils obtained from bituminous minerals, other than crude; preparations not elsewhere specified or 
included, containing by weight 70 % or more of petroleum oils or of oils obtained from bituminous.... No

$8,553,189.60 830990
Other: Stoppers, caps and lids (including crown corks, screw caps and pouring stoppers), capsules for bottles, 
threaded bungs, bung covers, seals and other packing accessories, and parts thereof, of base metal. No

$6,793,471.81 853710
Boards, panels, consoles, desks, cabinets and other bases, equipped with two or more apparatus of heading 8535 or 
8536, for electric control or the distribution of electricity, excluding switching apparatus of heading 8517. No

$6,648,817.65 870380 Other vehicles, with only electric motor for propulsion. No

Top 25 HS Codes by Value for Goods Shipped from Hong Kong to Russia, April-December 2023
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Analysis of this dataset indicates that the goods were shipped by 206 different Hong Kong companies, known as 
consignors.67 Seventeen different consignors sent at least 100 separate cargoes through the month. The top 
consignors were Xin Quan Electronics Hongkong Co Limited (585 instances), Chipgoo Electronics Limited (348), 
Ace Electronic HK Co Limited (240), Most Technology Company Limited (222), Msuntech Electronics Group Co 
Ltd (212) and Analog Technology Limited (203).68 

The December 2023 CHPL dataset further reveals that the shipped goods were reported to be manufactured by 
131 different Western goods producers. Eleven producers were named in more than 100 cargoes: Texas 
Instruments (1,492 instances), Analog Devices (1,315), Microchip Technology (438), ST Microelectronics (403), ON 
Semi (343), Maxim (231), Infineon (202), Apple (170), NXP (142), Intel (132), and Vishay (112). All these companies 
are U.S.-headquartered except STMicroelectronics (Swiss), Infineon (German), and NXP (Dutch).69 

The list of top goods producers by total value of cargoes reported in this customs data is somewhat different: 
Intel ($7.26m), Analog Devices ($7.18m), Dell ($4.77m), Apple ($3.90m), Nvidia ($3.52m in 16 cargoes), Xilinx 
($3.43m in 83 shipments), Micro-Star International ($2.61m in 4 cargoes), Compound Photonics ($2.03m in 1 
shipment), Vectrawave ($1.99m in 2 cargoes).70 All of these companies are U.S.-headquartered except Micro-Star 
(Taiwan) and Vectrawave (France).71 

The reason for the disparity in top goods producers measured by quantity of cargoes and shipments is mainly 
due to the different nature of the goods. Texas Instruments mass produces cheap semiconductors and other 
small technology. A company like Vectrawave, on the other hand, produces highly specialized custom chips that 
can cost thousands of dollars, and many of the top producers by value like Intel and Nvidia tend to produce more 
expensive products than Texas Instruments. 

 

  

 In the Dec. 2023 CHPL dataset, U.S. semiconductor company Analog Devices 
appears near the top of the list of manufacturers by both quantity and volume. 
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Case 1 

Notable Cases within the December 2023 Customs Data 
§ Beyond looking at overall trends, we used the December 2023 CHPL dataset to identify and further 

investigate suspicious shipments, consignors, goods producers, and Russian consignees (recipients). This 
section will examine some of the more notable of these case studies. 

 

Piraclinos Limited 
A “charcoal and fertilizer” seller that shipped millions in integrated circuits to sanctioned company VMK. 

On its website, Hong Kong company Piraclinos Ltd advertises itself as a wholesaler with a “wide 
selection of charcoal and fertilizers with worldwide delivery.”72 Yet in the December 2023 CHPL dataset, 
it is listed as having shipped over $2.5 million in electronic integrated circuits and other common high 
priority items to sanctioned Russian company VMK, making it the consignor with the fourth highest value 
of CHPL goods shipped to Russia that month. 

Piraclinos and VMK appear closely tied. In the 
December 2023 CHPL dataset, Piraclinos shipped 
CHPL goods only to VMK, and VMK only received Hong 
Kong-origin CHPL goods from Piraclinos. The U.S. 
sanctioned VMK in September 2023. OFAC describes 
VMK as “a supplier of electronic products, including 
circuit boards, wires, connectors, and microchips,” 
which “supplies electronics to U.S.-designated Joint 
Stock Company Concern Radio-Electronic 
Technologies, a subsidiary of Rostec that develops 
electronic warfare systems for the Russian military.”73 

Beyond the December 2023 CHPL dataset, Russian 
customs records for 2022 and 2023 collected by 
C4ADS suggests that this “charcoal and fertilizer” 
company does little if any real business in these 
industries. According to this data, the vast majority of 
Piraclinos cargoes to Russia across this period are 
listed under HS Code classification 8542 for electronic 
integrated circuits. There are no reported shipments 
to Russia under classifications 3101-3105 (fertilizer) or 
4402 (charcoal). This does not exclude the possibility 
that the company sells charcoal and fertilizer to 
places other than Russia, but the website claim 
warrants significant skepticism. 

Piraclinos website home page advertising “charcoal and fertilizers” 
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In the December 2023 CHPL data, the most valuable 
Piraclinos cargo by far was one worth $2.03 million 
consisting of amplifiers—chips used to amplify signals 
in telecommunications—purportedly from 
Compound Photonics. Compound Photonics, a.k.a. 
CP Display, was reportedly an Arizona company that 
produced tiny micro-LED systems known as LCOS 
displays, which were small enough to fit on AR glasses 
to display information on the lenses.74 The company 
appears to have been purchased, along with an 
associated company known as WaveOptics, by Snap 
Inc., a social media company that also develops and 
sells AR glasses,75 around January 2022.76 While these 
micro-LED products could have potential military 
uses, Compound Photonics did not produce 
amplifiers. Therefore, either the manufacturer or the 
contents may have been mislabeled either 
accidentally or deliberately to mask its content. 

Other products reportedly shipped by Piraclinos to 
VMK include semiconductors from a variety of U.S. 
technology manufacturers, including Cypress 
Semiconductor, Onsemi, Mini-Circuits Inc., and Dell 
EMC. Most of these cargoes reportedly weighed very 
little but had high value, such as a Dell EMC package 
weighing 0.01 kilogram and valued at more than 
$11,000. Based on the product descriptions for the 
cargoes, they appear to be highly specialized 
electronic components used in telecommunications 
and signal processing. 

The Piraclinos website, aside from advertising 
fertilizer and charcoal products, contains other red 
flags suggesting it is not what it claims to be. Pages 
such as the “About Us” contain nonsensical text, and 
the website includes only stock photos with no 
original images nor any details on ownership or 
employees.77  

Piraclinos’ 2023 Annual Return shows one director, 
Katerina Hadjikyriacou, and one owner, Svilen Spasov. 
Both have Cyprus addresses. A post-filing change of 
director form replaced Hadjikyraicou with Symbat 
Belekova of Kyrgystan. By 2024, both the owner and 
director had changed yet again. On the 2024 Annual 
Return, filed May 3, 2024, the owner was now listed as 
Demetris Demetriou of Cyprus. Two weeks later on 
May 20, the company filed a notice that it had changed 
its director from Belekova to Ahmadkhon Isoev of 
Tajikistan.  

In the case of at least Hadjikyriacou and Spasov, both 
appear to be financial professionals associated with 
corporate services firms. A Cyprus resident named 
Katerina Hadjikyriacou, according to her LinkedIn,78 is 
a tax associate at SPL Audit, after having served as a 
tax consultant at a local Cyprus offshoring firm called 
Treppides—the job she held during the time someone 
with her name was director of Piraclinos. According to 
its website, Treppides is a corporate services firm 
providing “a holistic range of audit, tax, accounting, 
legal, consulting and financial advisory services to 
international companies.”79 

According to the Companies Registry, Hadjikyriacou is 
a director at 176 different companies in Hong Kong. 
Most do not appear to have anything to do with Russia 
trade.80 All of the above suggests that Hadjikyriacou 
may be a corporate services professional with little 
knowledge of, or input into, the companies on which 
she sits as a director. 

Spasov, according to a LinkedIn account by that 
name,81 currently lives in Bulgaria (and the name is 
likely of Bulgarian origin). According to the U.K.’s 
Companies House, a person by the name of Svilen 
Spasov has been a director of 13 different U.K. 
companies,82 and according to the Cyprus Corporate 
Registry, Spasov has served as director or secretary of 
121 different Cypriot companies. 83  Until February 
2024 he worked in the Cyprus office of a business 
registration services firm called IBFS United, which 
appears to cater to Russians and to have been 
founded in Russia. 84  As with Hadjikyriacou, this 
suggests that Spasov may be a director for hire with 
little insight or input into the companies to which he 
is appointed. 

Spasov’s former company, IBFS United, has made 
changes to its website in recent months. In an archived 
version of the website from February 28, 2024, IBFS 
prominently lists Russia as one of its “company Most of Piraclinos’ website consists of nonsense text. 
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branches.”85 As of June 14, however, reference to that 
branch had been removed.86 (IBFS also lists a Hong 
Kong branch.)  

Despite the removal of the Russia office listing, IBFS’s 
ties to Russia remain evident throughout the website. 
In its Taxation Services section, IBFS notes that it was 
founded in Russia. And in its Corporate Services 
section, IBFS repeatedly mentions services it can 
provide to companies that organize in Cyprus and 
hold subsidiaries in Russia.87 

Symbat Belekova, who replaced Hadjikyriacou as 
Piraclinos’ director in 2023, has less of an online 
presence. According to the Hong Kong Companies 
Registry, she holds a Kyrgyzstan passport and lists an 
apartment in Kara Balta, Kyrgyzstan as a registered 
address.88 She was the director of a single dissolved 
U.K. company, Findlay Ink Ltd., where she was listed 
as Kyrgyz with the occupation of “manager.” 89  She 
holds no other known directorships in Hong Kong, the 
U.K. or Cyprus. 

Demetris Demetriou is a relatively common name in 
Cyprus, with LinkedIn showing 203 people with this 
first and last name in the country. In any case, like his 
predecessors, it is possible, if not likely, that 
Demetriou is associated with a corporate services firm 
that provides fronts for companies seeking to hide 
their beneficial owners. 

Ahmadkhon Isoev of Tajikistan also has little online 
presence using either Western script or common 
variations on the name in Cyrillic. He holds no other 
directorships in Hong Kong, the U.K., or Cyprus. 

Thus, while it is unknown who on the ground in Hong 
Kong is really operating Piraclinos, the evidence tends 
to show that it is little more than a front company, 
possibly for VMK itself. Our data showed that it 
shipped high priority goods only to VMK, and VMK 
received goods only from Piraclinos in the December 
2023 data. Its website does not give the appearance of 
a legitimate company, and the company seems to 
have gone to great lengths to hide its true ownership.

 

  

IBFS Website branches section, showing Russia branch in February 2024 (left) and without it in June 2024 (right). 
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Two high-value shipments of Vectrawave integrated circuits 
The December 2023 data reveals two notable cargoes of integrated circuits purportedly produced 
by French company Vectrawave that were reportedly shipped by Hong Kong consignor Align Trading 
Co Limited to AO Trek, a Russian company that has previously appeared on Ukraine sanctions lists 
but is not sanctioned by the U.S., E.U., or their allies. The shipments, recorded on December 15 and 
December 19, are valued at nearly $1 million each but weigh only 8kg and 7kg, respectively. 
The goods are described as “monolithic electronic integrated circuits, not for fire automatics, not 
for military purposes, not for scrap electronic equipment,” but these disclaimers may be attempts 
to mask the real intended use. Vectrawave’s main products are highly specialized, advanced 
semiconductor components, primarily Monolithic Microwave Integrated Circuits (MMICs) that have 
been custom-made to meet specific requirements for high-tech communication and defense 
systems.90 The company’s website lists some of the main applications of its products, with “ground 
and navy radars” and “electronic warfare [systems]” listed first.91 

 

 

 

The Russian recipient of the shipments, AO Trek (АО 
ТРЭК), has previously been listed as sanctioned by the 
Ukraine government. The Ukraine government’s 
Sanctions Tracker alleged that Trek is “a Russian 
supplier of electronic components for missiles and 
military aircraft,” and that it had imported electronic 
components worth almost $50 million in 2023, all from 
China and Hong Kong, with rapid increases in 
deliveries as the year went on.92 At some point in the 
first half of 2024, this entry was removed from 
Ukraine’s sanctions database.93 

Since Vectrawave components are often custom 
designed for particular functions, repurposing them 
for different uses is possible but challenging. We 
cannot verify whether Vectrawave produced these 
chips directly for a Russian buyer to meet specific 
defense needs or whether they were produced for 
another buyer—or even whether the manufacturer is 
correctly listed on the customs entry. But the 
description and value of the shipments, the known 
production focus of Vectrawave, and the involvement 
of an alleged military supplier in AO Trek raise 
significant questions about Vectrawave’s possible 
role.94 

Vectrawave’s website prominently displays its military and communications specializations. 

Case 2 
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Case 3 

Corp-Link International Logistics Ltd. 
A Hong Kong shipping company with a niche for illicit Russian goods 

As a standalone consignor, Corp-Link International Logistics Ltd is ninth on the list of Hong Kong 
consignors in the December 2023 CHPL data. Yet this company stands out as unique. In addition to 
being listed as the consignor for 118 cargoes worth $2.13 million, it also appears on 658 cargoes by 
21 other consignors in a “c/o” line—the only such company in the dataset with this apparent dual 
role. For example, 65 of the 96 December cargoes by Align Trading Co Limited list the consignor as 
“Align Trading Co Limited c/o Corp-Link International Logistics Ltd.” 

 

Over the full 2023 calendar year, 
data for all shippers indicates that 
items from the CHPL constituted 
about 46 percent of all cargoes from 
Hong Kong to Russia. For Corp-Link, 
however, 75.6 percent of its 2023 
cargoes were from the CHPL. 

Of the top 15 HS Codes where Corp-
Link is listed as the consignor, 13 
are on the CHPL, with integrated 
circuit HS Codes (8542xx) in the top 
three spots. 

This data suggests that Corp-Link may have developed a niche shipping illicit goods from other consignors, 
either exclusively as a shipper or in addition to its own work as a seller. Indeed, according to Corp-Link’s website, 
they provide both logistics services and conduct direct trading.95 

Corp-Link also advertises in Russian on several sites connecting Russian buyers with Chinese suppliers. On one, 
its description in Russian says, “Corp-Link is a specialized enterprise in international freight transportation, 
including air and sea transport. It is particularly convenient for handling air freight and has good relationships 
with airline companies. Our head office is in Hong Kong, with branches in Shenzhen (China) and Taipei. Our 
guiding principles are a customer-oriented approach and providing professional services for each client.”96 

Unlike many consignors on the list, which often have been recently founded, have a single owner and director, 
and list a for-hire corporate services company as their secretary and registered address, Corp-Link appears to 
run a more significant and longstanding operation. According to the Companies Registry, it has been in business 
since at least 2009.97 Its 2023 Annual Return lists seven joint owners and directors with varying shareholdings, 
along with recent transfers from an eighth owner, Kung Suet Fung, who appears to have been bought out in 
January 2023. 98  The company secretary is not a secretarial services company, but rather one of the 
owner/directors, Tsoi Kai Tai, and the secretarial address appears to be a private residence in Ma On Shan.99 

In the December 2023 CHPL dataset, Corp-Link (either as consignor or shipper for other consignors) shipped to 
five Russian companies: AR-Logistik, Ekspress Import, Ellou Vind, Global Key, and Stroymashkomplekt. Global 
Key, based in St Petersburg, has been sanctioned by the U.S. for its role in assisting another sanctioned company, 
Radioavtomatika, “fulfill multiple Russian defense contracts.”100 The other four companies do not yet appear to 
have been targeted or recommended for sanctions. 

  

Corp-Link International Logistics Ltd. Cargoes to Russia, Jan-Dec 2023. 

 

Directly 
Consigned 
Cargoes 

Directly 
Consigned 
Cargoes 
(CHPL Items) 

Cargoes 
including 
“C/O Corp-
Link” 

Cargoes 
including 
“C/O Corp-
Link” (CHPL 
Items) 

Value 
(USD) 25,333,267.14 18,897,299.8 5,284,178.80 4,237,168.54 

Volume 1,730 895 4,036 3,428 
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Case 4 

Gleb Khitrin, DEXP, and Stotechno 

Shipping advanced GPUs and other high value processors to one under-the-radar Russian company 

The highest value Hong Kong consignor in the December 2023 CHPL dataset was DEXP International 
Limited, with $4.71 million in CHPL goods reportedly shipped to a single Russian company, 
Vladivostock-based Stotechno (СТОТЕХНО). Stotechno was also the highest value consignee in the 
data. Neither DEXP nor Stotechno have been sanctioned. 

 

The data lists only 17 total cargoes shipped between the two companies, but with high values. Most of the 
cargoes are six figures, with the highest at $1.23 million. Most are quite heavy, with the largest valued shipment 
at 3,400 kg (7,495 lbs.), and others weighing in the hundreds of kilograms. The two largest cargoes are listed 
under HS Code 847180—“other units of automatic data processing machines”—and described in the logs only as 
“computing devices.” The other 15 cargoes are all categorized as microprocessors (854231) or storage devices 
(847170). 

All products are listed as manufactured by MSI (a Taiwanese computer company), Intel, AMD, or Samsung. DEXP 
maintains a website with a catalog that lists a wide variety of electronic parts, complete appliances, and 
computers. 101  The only MSI products listed in this catalog matching the 847180 HS Code description are 
advanced graphical processing units (GPUs, or graphics cards). The GPUs in the catalog are manufactured by U.S. 
companies Nvidia and AMD, then adapted by MSI for their machines. These devices are expensive and relatively 
heavy by the standards of computer parts, in line with the high value and weight of the DEXP cargoes. 

 

The DEXP website lists MSI-branded Nvidia GPUs for sale. 

Thus, while it is impossible to verify based on the data alone, it is possible that DEXP was shipping GPUs and 
other higher-end processing units to Stotechno (or full computers with these components inside). GPUs, 
originally designed for graphics, in recent years have taken on a role as the building blocks of supercomputers 
and AI data centers due to their advanced capabilities. The most advanced GPUs are designed by American 
companies Nvidia, AMD, and Intel, and produced in “fabs” in places like Taiwan and the United States.102 

Showing the importance placed on GPUs, in August 2022 the Biden administration restricted the export of the 
most advanced GPUs to Russia and China due to their potential military and intelligence applications.103 These 
restrictions did not include the consumer grade GPUs listed in the DEXP catalog, but consumer GPUs would still 
have significant military and intelligence applications and are barred from shipment to Russia under the ban on 
export of all dual-use goods in place since shortly after the February 2022 war began. 
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Stotechno’s entry in the Russian Unified State Register of Legal Entities lists its activities as “wholesale trade in 
computers, peripheral devices for computers and software,” and its director as Roman Sergeevich Konovalenko, 
who does not appear to operate any other company.104 

According to its Hong Kong Companies Registry annual returns and other corporate records, DEXP’s sole owner 
and director is a Russian citizen named Gleb Khitrin who lives in Hong Kong.105 On April 18, 2023, the Epoch Times 
reported Khitrin’s connection to DEXP as well as a company he owns in Shenzhen, China.106 

A person named Gleb Khitrin appears on a sparse LinkedIn page as living or having previously lived in Repulse 
Bay, Hong Kong.107 Khitrin is also a director for another Hong Kong company, Tsy Global Solutions Limited.108 
Tsy Global was incorporated on March 23, 2022, shortly after Russia’s renewed invasion of Ukraine. It shares a 
registered address with DEXP in Hong Kong’s YF Life Tower, as well as a company secretary (Asia Explorer 
Consultancy Limited).109 

In January 2022, just before the invasion, Khitrin offered his HSBC life insurance policy as collateral for DEXP’s 
HSBC banking facilities.110 However, on April 25, 2023, just days after the Epoch Times report, HSBC issued a Deed 
of Release for the life insurance collateral.111 

While it is possible the timing is coincidental and we have been unable to confirm whether all HSBC services were 
ended or just the banking facility, it is likely that the Epoch Times article was flagged by HSBC’s anti-money 
laundering procedures, leading to a decision to swiftly end the relationship with Khitrin. If so, it shows that HSBC 
Hong Kong is taking steps to comply with Western Ukraine sanctions, which is positive. However, it raises the 
question of whether HSBC should have done more to discover Khitrin and DEXP’s sanctions evasion activities 
before they were reported in the media (see further discussion in Section VI-B-5, below).112 

  

First page of HSBC’s collateral Deed of Release issued to DEXP after news of its illicit trade broke. 
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Case 5 

Chipgoo Electronics Limited 

Advertising and shipping U.S.-made semiconductors to sanctioned company 

In many cases, Hong Kong consignors that appear in the Russian customs data are running a 
straightforward operation shipping Western technology to Russia openly, including to sanctioned 
companies, and doing little to hide their activities.  

Chipgoo Electronics appears to be an example of this type of company. In the December 2023 CHPL 
dataset, it is the consignor in 348 cargoes, making it second on the list by number of cargoes. It is 
much further down the list, however, when measured by shipment value, with $94,000 worth of 
goods shipped during the month.113 This discrepancy is due to the company’s focus on cheaper 
chips such as those made by Analog Devices and Texas Instruments and the fact that many of its 
cargoes are low weight, indicating they contain small quantities. The highest value shipment is 
$12,600, purportedly consisting of pressure sensors manufactured by Infineon Technologies, but 
most shipments are low-value cargoes of just a few dollars, purportedly consisting of small 
shipments of chips.114 

All Chipgoo shipments in the dataset went to a Russian company, Altrabeta (АЛЬТРАБЕТА), based 
in St Petersburg.115  Altrabeta has been sanctioned by the U.S. government.116  On its website,117 
Altrabeta states that it is a “research and production company” that develops and produces 
“television equipment, meteorological equipment, security and fire equipment, radio frequency 
identification systems,” and other technology. 

 

Chipgoo’s origin and connection to Altrabeta is 
unclear. Chipgoo maintains a website where it 
advertises a wide range of technology components 
from Western and Chinese manufacturers, with logos 
featured from NXP, Microchip Inc, and Onsemi, among 
others.118 The website lists the company’s addresses 
in Hong Kong and Shenzhen but offers only a Hong 
Kong phone number. 

There are two companies registered in Hong Kong 
under the name Chipgoo: Chipgoo Electronics Limited, 
and Chipgoo Technology Limited. 119  Chipgoo 
Electronics was registered on November 22, 2022. 
Chipgoo Technology was registered on March 2, 

2022—just after the renewed Ukraine invasion 
began—as ANSMI Technology Limited, before 
changing its name to Chipgoo on November 7, 2023.120 

Chipgoo Technology and Chipgoo Electronics 
officially have different owners, directors, and 
secretaries. Their secretaries are two corporate 
services companies, while their owners/directors are 
listed as Wuxin Lin (for Chipgoo Technology) and Shu 
Mu (for Chipgoo Electronics).121 Wuxin Lin maintains a 
LinkedIn where he posts regular advertisements for 
Chipgoo,122 but Shu Mi does not appear on any online 
records in English or Chinese as associated with 
Chipgoo. 

Chipgoo logo and banner from Wuxin Lin’s LinkedIn profile 
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Hong Kong As a Hub for Russian Vessels Conducting Illicit Trade 
Hong Kong has also become essential to Russia’s efforts to evade sanctions by offering a politically safe and 
corporate friendly location to set up subsidiaries for the ownership of shipping vessels. Records collected by 
C4ADS show 31 vessels owned or managed by Hong Kong subsidiaries of Russian companies. Three of the seven 
parent companies are subject to Western sanctions: Far Eastern Shipping Company (commonly known as 
FESCO), Sovcomflot, and Novatek OAO. Additionally, the records collected by C4ADS show that one non-
sanctioned company owns a vessel, the Zafar, that was likely involved in a series of illicit transactions for Russia, 
including transporting stolen Ukrainian grain to Iran.  

Source: C4ADS

  

Hong Kong Shipowner Registration Date Company Role Parent Company (Sanctioned in Red) Vessels Owned

East Line Shipping Hong Kong 2006 Manager East Line Shipping Co Ltd SILVER DREAM

Abberton Ltd 2022 Registered Owner FESCO VELIKAN 

Afanasyev Ltd 2023 Registered Owner FESCO KAPITAN AFANASYEV

Dalnegorsk Ltd 2023 Registered Owner FESCO FESCO DALNEGORSK

Diomid Ltd 2023 Registered Owner FESCO FESCO DIOMID

FESCO Ocean Management HK 2022 Manager FESCO
F LANA (9328613), FESCO TRADER 
(9168233), HISTORY ELIZABETH 

Gannet Shipping Ltd 2023 Registered Owner FESCO KAPITAN ABONOSIMOV

Laysan Ltd 2023 Registered Owner FESCO FESCO SOFIA

Trader Shipping Ltd-HKG 2023 Registered Owner FESCO FESCO TRADER

Vladivostok Ltd 2023 Registered Owner FESCO VLADIVOSTOK

Gloristar Co Ltd 1992 Registered Owner Fortune Tanker JSC
GLORILAND (9904106), GLORISTAR 
(9449651)

Leading Goal Ltd 2007 Registered Owner Fortune Tanker JSC
GLORISEA (9917402), GLORIWIND 
(9449649)

Presage Co Ltd 2022 Registered Owner Norfes-Marine Service Co Ltd
CONFIDENT (9258569), SWIFT 
(9088744) 

Uniluck Management Ltd 2013 Registered Owner Norfes-Marine Service Co Ltd ARK

Saam FSU Ltd 2002 Registered Owner Novatek OAO SAAM FSU

AM Asia M13 Ltd 2020 Registered Owner PRSD-Aktiv LLC MSC BILBAO

AM Asia M14 Ltd 2020 Registered Owner PRSD-Aktiv LLC MSC VALENCIA

AM Asia M6 Ltd 2019 Registered Owner PRSD-Aktiv LLC ZAFAR 

Anchorstar Shipping HK Ltd 2022 Registered Owner Sovcomflot NIKOLAY ZADORNOV

Besento Shipping HK Ltd 2022 Registered Owner Sovcomflot ZALIV BAIKAL

Castellario Shipping HK Ltd 2022 Registered Owner Sovcomflot VIKTOR TITOV

Comitana Shipping HK Ltd 2022 Registered Owner Sovcomflot YURI SENKEVICH

Ivora Shipping HK Ltd 2022 Registered Owner Sovcomflot ZALIV VOSTOK

Kandita Shipping HK Ltd 2022 Registered Owner Sovcomflot ZALIV ANIVA

Vimena Shipping HK Ltd 2022 Registered Owner Sovcomflot VICTOR KONETSKY

Hong Kong Vessel Owners/Managers with Russian Ultimate Owner
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Subsidiaries of Sanctioned Russian Companies 
FESCO is subject to U.K. sanctions due to its strategic 
significance to the Russian government in the 
transport sector. 123  The data collected by C4ADS 
shows that it owns nine Hong Kong subsidiaries that in 
turn own 12 vessels. Each of these 10 subsidiaries was 
founded in 2022 or 2023, after the February 2022 
renewed Ukraine invasion. This indicates a likely 
strategic decision by FESCO to use Hong Kong as a safe 
haven from Western sanctions. 

Sovcomflot, Russia’s largest shipping company, is 
subject to U.S., E.U., U.K., Australia, and New Zealand 
sanctions. It was sanctioned by the U.S. in February 
2024 as part of efforts to reduce Russia’s revenue from 
oil sales.124 However, while the sanctions froze assets 
of Sovcomflot, OFAC issued a general license allowing 
transactions with all but 14 Sovcomflot-owned crude 
oil tankers.125 Bloomberg reported in April 2024 that 
Sovcomflot had begun changing the names of some of 

these 14 vessels “in order to distance themselves from 
listings on sanctions databases.”126 

The data gathered by C4ADS indicates that 
Sovcomflot has seven Hong Kong subsidiaries that 
each own one vessel. None of these seven vessels is on 
the list of the 14 sanctioned oil tankers. However, the 
data indicates that the seven companies were all 
registered in 2022 after the invasion began, suggesting 
that, like FESCO, Sovcomflot may be seeking to use 
Hong Kong as a safe haven for avoiding potentially 
tightening sanctions. 

The third sanctioned Russian company, Novatek, is 
sanctioned by the U.S. and Canada.  The data 
collected by C4ADS indicates that it owns one Hong 
Kong subsidiary with one vessel, the SAAM FSU. This 
subsidiary was founded in 2002, suggesting that this 
arrangement is unrelated to the current geopolitical 
situation. 

Reported Illicit Grain Shipments of the Zafar 
Hong Kong company HK AM Asia M6 Ltd owns the 
Zafar, a vessel that has operated in the Black Sea near 
Ukraine and in the Middle East, and was reported to 
have transported stolen Ukrainian grain to Iran and 
Russia. 

HK AM Asia M6 Ltd is a subsidiary of Albatross Marine 
Asia Limited, which itself is a subsidiary of PRSD-Aktiv 
LLC.127 PRSD-Aktiv LLC appears to itself be a subsidiary 
of the Ministry of Property Relations of Chelyabinsk 
Region, Russian Federation, according to data 
accessed through IHS Markit. 

Both AM Asia M6 Ltd. and Albatross Marine Asia 
Limited changed their names on November 18, 2022. 
AM Asia M6 Ltd. was previously GLTK Asia M6 Limited 
and Albatross was previously GLTK Asia Maritime 
Limited. 128  GLTK (a.k.a. State Transport Leasing 
Company) is Russia's largest leasing company, which 
was sanctioned by the U.S., E.U., and U.K. in 2022.129 

In April 2024, Bellingcat published evidence including 
satellite photos and vessel tracking info appearing to 
indicate that the Zafar had loaded stolen Ukrainian 
grain in the Black Sea and taken it to Iran.130 In October 
2023, according to Bellingcat, the Zafar had “gone 

dark” in the Black Sea after deactivating its Automated 
Identification System (“AIS”), a violation of 
international standards. Bellingcat presented satellite 
photos showing a ship that looked very similar to the 
Zafar two days later, October 17, at Sevastopol’s Avlita 
Grain Terminal. On October 19, satellite images 
showed it being loaded with a brown-yellow 
substance—the color of grain. On November 11, the 
Zafar transited Turkey’s Bosphorus Strait, where one 
of the authors of the Bellingcat article photographed 
it fully laden. Bellingcat reported that the ship 
transited the Suez Canal on November 18, eventually 
anchoring off the coast of Iran in early December, 
where it unloaded its cargo.

Zafar in Sevastopol’s grain port on October 17, 2023 (Bellingcat.) 
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The evidence gathered by Bellingcat suggested strongly that the Zafar had loaded stolen Ukrainian grain and 
taken it to Iranian buyers, in violation of sanctions and international law. 

The instance reported by Bellingcat was not the last time the Zafar transported likely stolen Ukrainian grain. In 
February 2023, the Ukrainian media channel Crimean Wind reported that satellite images showed the Zafar being 
pulled out of Sevastopol port after loading 35,800 tons of grain. On March 3, Crimean Wind reported that Turkey 
appeared for the first time to be holding up Zafar and other ships with stolen grain at the Bosporus Strait.131 It is 
unclear, however, whether this delay was due to the stolen grain or other reasons, as it appears that Turkey did 
eventually allow Zafar to pass and reach the Middle East. 

Satellite data from MarineTraffic shows that 
on February 19, 2024, Zafar was treading 
water near the Strait of Kerch, off the east 
coast of Crimea, when its position suddenly 
went dark around 5:02 a.m. UTC. It didn’t 
reappear until Feb. 26 at 10:56 a.m., a full 
week later and several nautical miles west of 
its Feb. 19 position. It could easily have made 
the trip to Sevastopol and back in this time. 

Zafar remained in position until Feb. 28 at 
about 9:45 a.m., when it went dark again. It 
reappeared on March 1 at 1:17 a.m. on the 
other side of the Black Sea, awaiting entry into 
the Bosphorus Strait. The alleged delay 
reported by Crimean Wind only lasted four 
days. Zafar entered the Strait on March 5 and 
made its way to the eastern Mediterranean. 
On March 9 its signal disappeared again in 
between Cyprus and Syria. It reappeared on 
March 22 when it began its return to the Black 
Sea. 

It has been observed in the past that ships 
transporting illicit goods to Iran often go dark 
in the eastern Mediterranean just as the Zafar 
did. It is quite possible that, like the October 
2023 trip, Zafar again visited Iran to offload its 
cargo. 

The Zafar presents a particular conundrum for the Hong Kong government. Russia’s theft of Ukrainian grain is a 
relatively straightforward violation of Geneva Conventions, which prohibit pillaging and the unlawful 
appropriation of property necessary for the populations’ survival including food.132 It is easy for the government 
to dismiss Western sanctions as inapplicable in Hong Kong by law. It is more difficult, however, when the 
allegation is that a ship owned by a Hong Kong company carries stolen goods from Ukraine in violation of 
international law. It raises the potential for litigation that could be brought in Hong Kong to test the 
government’s commitment to its international obligations, for example by the Ukrainian government or the 
owners of the grain crops. 

Zafar anchored near Crimea with Sevastopol in view, its last position before 
going dark for seven days (MarineTraffic satellite imagery) 

Zafar at its last known position on March 9, 2024, before disappearing. On 
March 22, it reappeared near the same position (MarineTraffic satellite 
imagery). 
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Iran 

Iranian Effort to Evade Sanctions — Overview 
Iran has developed complex strategies to circumvent 
international sanctions imposed on its regime. These 
efforts involve an extensive network of front 
companies, financial intermediaries, and covert 
operations that span multiple jurisdictions, allowing 
sanctioned Iranian entities to continue their economic 
activities and generate significant revenue. 

One of the primary methods used by Iran to evade 
sanctions is the establishment of shadow banking 
networks, which have been a focus of U.S. sanctions 
and enforcement efforts in recent years. 133  These 
networks consist of foreign exchange houses and front 
companies that operate in countries like Hong Kong, 
Singapore, and the UAE. Interlinked front companies 
enable sanctioned Iranian firms to access the 
international financial system and obscure their trade 
with foreign customers, allowing Iran to sell 
petrochemical products worth billions of dollars 
annually despite international restrictions. 

Iran’s sanctions evasion strategy also involves 
systematic, government-supported efforts to assist 
sanctioned entities in manipulating documents and 
leveraging foreign intermediaries. Iranian authorities 
coordinate closely with designated entities to 
manipulate purchase documents, customs 
regulations, and banking transactions. This includes 
practices such as not providing certificates of origin or 

accepting mismatched certificates from non-Iranian 
businesses, which help conceal the true origin of 
goods.134 

Iran’s efforts to bypass sanctions are not limited to 
financial and trade manipulations. The regime also 
employs a “dark fleet” of tankers to transport oil 
covertly. These vessels operate outside of 
international maritime regulations, frequently 
changing their names and flags to evade detection. 
The dark fleet is essential for Iran’s continued oil 
exports, particularly to countries like China, which 
rebrand the oil to conceal its Iranian origin. These 
ghost ships, often old and lacking proper insurance, 
have been involved in numerous incidents globally, 
causing damage and evading responsibility due to 
their opaque ownership and registration practices.135 

These elaborate and coordinated efforts by Iran 
underscore the regime’s determination to mitigate the 
impact of international sanctions and sustain its 
economic and military activities despite global 
restrictions. The activities sustained by this sanctions 
evasion increasingly include the export of drones and 
other weapon systems to authoritarian governments 
including those in Russia and Sudan, as well as to 
militias across the Middle East, contributing to global 
instability well outside Iran’s immediate region.136 

 

Hong Kong’s Role in Iran Sanctions Evasion 

Iran employs a sophisticated network of front 
companies, shell corporations, and transshipment 
firms to disguise the origin of goods and financial 
transactions, with Hong Kong a leading hub for these 
activities. These entities assist with masking both 
exports and imports from and to Iran. Common 
activities of these front companies include rebranding 
Iranian oil and petrochemical products to facilitate 
their sale in international markets and procuring parts 
such as engines for UAVs and other weapons systems 
for reshipment to Iran.137 

Hong Kong also serves as a critical node in the 
operation of the dark fleet. These vessels frequently 
change their names and flags, operate without 
transponders, and engage in ship-to-ship transfers to 
mask their movements and the origin of their cargo. 
This fleet is essential for maintaining Iran’s oil exports, 
with Hong Kong-based companies often providing the 
necessary logistics and financial support.138 
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Previously Reported Instances of Hong Kong’s Links to  
Iranian Sanctions Evasion 
§ Hong Kong has helped Iran avoid sanctions for many years. While there have been numerous incidents 

reported in the media over the years, the following are the most significant and representative: 

Meng Wanzhou Affair 
The Dec. 1, 2018, arrest at Vancouver International 
Airport of Meng Wanzhou, chief financial officer of 
Huawei, marked a significant escalation in the 
enforcement of U.S. sanctions against Iran. Charges by 
the U.S. Department of Justice focused on Huawei’s 
alleged relationship with Skycom Tech Co. Ltd., a 
Hong Kong-based subsidiary that operated in Iran. 
Despite Huawei’s public claims that Skycom was 
merely a local business partner, the U.S. government 
asserted—and Meng ultimately admitted as part of a 
Deferred Prosecution Agreement (“DPA”) with the 
U.S.—that Skycom was effectively controlled by 
Huawei.139 Meng, who served on Skycom’s board from 
2008 to 2009, was accused of misleading the British 
bank HSBC about the true nature of Huawei’s 
relationship with Skycom, enabling Huawei to 
continue its business dealings with Iran in violation of 
U.S. sanctions.140 

According to the DPA, HSBC’s Hong Kong branch was 
key to the scheme because it facilitated numerous 
financial transactions for Huawei. Meng’s false 
representations in 2013 to HSBC executives in Hong 
Kong downplayed Huawei’s control over Skycom, 
leading the bank to process millions of dollars in 
transactions that would otherwise have been flagged 
for sanctions violations. 141  These transactions 
included payments from Skycom’s bank accounts in 
Asia to entities in other countries, all of which were 
cleared through the U.S. financial system.142 

The case received significant global attention, 
highlighting the role of Hong Kong and its financial 
institutions in facilitating sanctions evasion. By 
leveraging the city’s advanced financial infrastructure 
and relatively lax regulatory oversight, Huawei was 
able to obscure its allegedly illicit activities in Iran 
from HSBC. 

 
HSBC and Standard Chartered Accounts 
Facilitating Iran Trade 
In 2022, the Wall Street Journal reported that “a slew 
of institutions” in Hong Kong and elsewhere, including 
the Hong Kong branches of HSBC and Standard 
Chartered, maintained accounts for Hong Kong 
companies that handled trade for sanctioned Iranian 
entities.143 

The Journal’s investigation uncovered documents 
showing a transaction in which an HSBC Hong Kong 
client, Scofield HK Ltd., sold restricted petrochemical 
products to an Indian buyer, who paid for the 
transaction by depositing $170,000 into Scofield’s 
HSBC account. As for Standard Chartered, the report 
revealed that the bank held accounts for two Hong 
Kong front companies, Bobch Co., Limited, and Plus 
Power Co., Limited. Those companies handled illicit 
trade for the National Iranian Tanker Company, a 
subsidiary of the National Iranian Oil Company 

The Scofield transactions involved the use of dual 
invoices—one real and one fake. The invoices were 
identical except that the name of the seller was 
changed. In the version sent to HSBC and otherwise 
used for official records, the seller was listed as 
Scofield. The second, secret version, however, listed 
the seller as Persian Gulf Petrochemical Industry 
Commercial Company.144

A Huawei exhibition with advertisements. 
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Triliance Petrochemical Network 

Triliance Petrochemical Co. Ltd., a Hong Kong 
company, was sanctioned by the U.S. Treasury 
Department in January 2020 for its role in facilitating 
the sale of Iranian oil from the National Iranian Oil 
Company (“NIOC”). The sanctions targeted Triliance 
for allegedly using an extensive network of Hong Kong 
and global front companies to disguise its 
involvement in these transactions. The Treasury 
Department determined that this network allowed 
Triliance to process payments and manage shipments 
in a way that concealed the true Iranian origin of the 
oil.145 

Since sanctioning Triliance, the U.S. government has 
issued 10 separate rounds of sanctions against the 
Triliance network of front companies, showing the 
extensive reach of this Hong Kong-centered 
operation. 146  The sanctions targeted companies 
globally, including 31 Hong Kong companies. The 
most recent round of Triliance-related sanctions was 
issued in March 2023, more than three years after 
Triliance itself was sanctioned.147 

The extensive nature of this network and the long 
delay in sanctioning its affiliates reveals a key 
vulnerability in the sanctions regime and shows why 
Hong Kong makes a compelling base of operations for 
sanctions evasion. It currently takes U.S. government 
authorities at OFAC and the State Department months, 
if not years, to investigate and sanction a company. 
Yet in Hong Kong, new companies can be set up in a 
matter of days. There is little to stop NIOC and other 
sanctions targets from establishing extensive 
networks of front companies at will, continually 
creating new avenues for transferring goods and 
payments.  

Sanctions on drone suppliers 
After Russia’s renewed Ukraine invasion in February 
2022, the U.S. and E.U. placed increased focus on the 
networks used to supply Iran’s UAV programs. The 
drones produced as part of this program have been 
used extensively in Ukraine and by Iranian proxies in 
the Middle East such as the Houthis in Yemen. 

On September 27, 2023, OFAC sanctioned a group of 
entities for their work in procuring drone parts for Iran. 
Hongkong Himark Electron Model Ltd. was one of the 
key entities sanctioned. The company was involved in 

procuring servomotors and other electronic 
components used for the operation and control of 
drones. 148  Himark falsified invoices to obscure the 
Iranian end user and supplied significant quantities of 
these components to Iran and its proxies, including 
the Houthi rebels in Yemen.149 

Also on September 27, 2023, BIS added Speed 
Business Trading (HK) Ltd. and Sunrising Logistics (HK) 
Ltd. to the Entity List, after finding that “these 
companies have procured and/or attempted to 
procure U.S.-origin items that would ultimately 
support Iran’s weapons of mass destruction and UAV 
programs.”150 

According to the Hong Kong Corporate Registry, 
Speed Business Trading (Hongkong) Limited was 
dissolved in December 2021—almost two years before 
it was added to the U.S. Entity List. It is unclear why BIS 
added it to the entity list after its dissolution. Prior to 
dissolution, its director and owner was Wei Wei Li (李
偉偉), a Chinese passport holder. Li holds no other 
directorships in Hong Kong.151 

On February 2, 2024, the U.S. Treasury’s OFAC 
sanctioned another network of UAV suppliers. Unlike 
the September sanctions, this round focused 
specifically on the role of Hong Kong companies in this 
supplier network. Three Hong Kong-based 
companies—FY International Trading Co., Limited, 
Duling Technology HK Limited, and Advantage 
Trading Co., Limited—were sanctioned. These entities 
were implicated in facilitating the procurement of 
dual use technology and materials for Iran’s ballistic 
missile and UAV programs, including parts from the 
U.S. and E.U., with millions in payments being 
processed in U.S. dollars.152 

Sanctions on Hong Kong ship owners 
In February 153  and March 154  2024, the U.S. Treasury 
Department sanctioned Hongkong Unitop Group Ltd,  
which the Treasury asserted was the owner of the 
ghost ship Eternal Fortune, and Cap Tees Shipping Co 
Limited, which it said owns the tanker Artura. These 
companies were alleged to be involved in ship-to-ship 
transfers to obscure the origin of Iranian oil. Operating 
under false flags and names, these vessels were 
alleged to be part of the network of hidden ships that 
are key to maintaining Iran’s oil exports.155 
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U.S. Sanctions Evasion Prosecutions Involving Hong Kong’s Trade with Iran 
§ There have been numerous U.S. criminal actions brought against Iran sanctions evaders over the years, with 

many involving Hong Kong front companies and transhippers. Following is a summary of recent such actions.

U.S. v. Hossein Hatefi Ardakani & Gary Lam 
In U.S. v. Hossein Hatefi Ardakani & Gary Lam,156  filed in 
December 2023, the defendants were charged with 
crimes related to the procurement of U.S.-
manufactured dual-use microelectronics for Iran. 
Ardakani, an Iranian national, and Lam, a resident of 
Hong Kong and China, allegedly conspired to illegally 
purchase and export these components to support 
Iran’s drone (UAV) program. 

The indictment alleges that between September 2014 
and September 2015, Ardakani and Lam, using a 
sophisticated network of front companies, procured 
high electron mobility transistors, monolithic 
microwave integrated circuit power amplifiers, and 
analog-to-digital converters. These components, 
essential for UAV production, were shipped to Hong 
Kong before being re-exported to Iran. This network 
allegedly involved multiple companies in France, 
Canada, and China—some aware of the ultimate buyer 
and some not. 

U.S. v. Shaoyun Wang & Mahmood Rashid Amur 
Al Habsi 
In U.S. v. Shaoyun Wang & Mahmood Rashid Amur Al 
Habsi,157 the defendants were charged with facilitating 
the sale of Iranian oil to China via a Hong Kong 
company. Between December 2019 and July 2021, 
over $100 million worth of Iranian oil was transported 
to China. 

The Hong Kong company through which the 
transactions were arranged is referred to only as 
Chinese Oil Company 4 (“COC4”). COC4 had a U.S. 
subsidiary, U.S. Company 7, located in Las Vegas, 
Nevada. According to a memorandum circulated 
among Revolutionary Guard officials, U.S. Company 7 
acted as a “trust company” to collect funds for the 
Revolutionary Guard, while COC4 in Hong Kong acted 
as a front company to resell Iranian oil to Chinese 
refineries. They allegedly obtained the oil from Iran 
using methods including AIS (Automatic Identification 
System) spoofing to prevent vessel tracking and 
multiple ship-to-ship transfers. 

Wang, who was reportedly the chair of a U.S. company 
in Las Vegas and the general manager of the Hong 

Kong-based parent company, allegedly used the Hong 
Kong company as a front for these transactions.158 

U.S. v. Baoxia Liu, Yiu Wa Yung, and Yanlai 
Zhong 
In U.S. v. Baoxia Liu, Yiu Wa Yung, and Yanlai Zhong,159 
the defendants were charged in a conspiracy to 
unlawfully export and smuggle U.S.-origin electronic 
components from the United States to Iran. These 
activities allegedly were intended to benefit entities 
affiliated with the Revolutionary Guard and Ministry of 
Defense, which oversee Iran’s development and 
production of missiles, weapons, and military aerial 
equipment, including drones (UAVs). 

According to the indictment, from as early as May 2007 
until at least July 2020, the defendants used an array 
of front companies in Hong Kong and China to channel 
dual-use U.S.-origin items, such as electronics and 
components, to sanctioned Iranian entities. These 
components allegedly were used in the production of 
UAVs, ballistic missile systems, and other military 
applications. The indictment further alleges that the 
defendants’ network utilized both Chinese and Hong 
Kong-based companies to obscure the final 
destination of these goods, thereby bypassing U.S. 
export controls and sanctions. 

U.S. v. Mehdi Khoshghadam 
In U.S. v. Mehdi Khoshghadam,160 the defendant, who 
was the managing director of Pardazan System 
Namad Arman (PASNA), was charged with leading a 
sanctions evasion network that used front companies 
in Hong Kong to procure electronic components for 
Iran’s defense industry, specifically for drone (UAV) 
production.The U.S. Department of the Treasury also 
sanctioned Khoshghadam and six associated entities 
for their roles in supporting Iran’s procurement 
efforts.161 Among these entities was the Hong Kong-
based Arttronix International Limited, Vohom 
Technology (HK) Co., Limited, and Yinke (HK) 
Electronics Company Limited. 162  These companies 
allegedly facilitated the acquisition of dual-use 
components, which were then funneled through Hong 
Kong before being shipped to Iran. The components 
included military items such as encoder boards and 
various optical components. 
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U.S. v. Zangakani et al. 
In U.S. v. Zangakani et al.,163 ten Iranian nationals were 
charged with orchestrating a nearly 20-year-long 
scheme to evade U.S. sanctions on Iran. This extensive 
operation involved allegedly disguising over $300 
million in transactions, including the purchase of two 
$25 million oil tankers, through a network of front 
companies and financial entities located in the San 
Fernando Valley, Canada, Hong Kong, and the United 
Arab Emirates. The scheme allegedly sought to 
obscure the financial activities supporting the Iranian 
government. 

According to the indictment, a key element of this 
conspiracy involved the use of Hong Kong-based front 
companies to facilitate illegal financial transactions. 
Specifically, the defendants allegedly used a Hong 
Kong front company, Total Excellence Ltd., to secretly 
purchase two oil tankers worth $25 million each for 
Iran from a Greek businessman. 

  

Iranian-made drone components recovered in Ukraine (U.S. Defense Intelligence Agency). 
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New Findings and Analysis from Open-Source Databases 

Hong Kong Companies Involved in Transshipments Of UAV Parts To Iran 
 

Iranian military kamikaze drone. 

 

State Department statistics indicate that the majority of military UAVs used in the world today originated in 
Iran.164 According to RUSI, three types of Iranian drones have been found in Ukraine: the Mohajer 6, the Shahed 
131, and the Shahed 136. 165  The U.K. weapons investigation organization Conflict Armament Research 
dismantled destroyed versions of each of these UAVs. In a report laying out their findings, they determined that 
“each of these documented UAVs…is made almost exclusively of components produced by companies based in 
Asia, Europe, and the United States…More than 70 manufacturers based in 13 different countries produced these 
components, with 82 percent of them manufactured by companies based in the United States.”166 

As with Russia’s transshipment strategy to obtain Western goods, Iran has relied heavily on Hong Kong 
companies to obtain Western parts for its UAVs.  

33



 

BENEATH THE HARBOR | HONG KONG’S LEADING ROLE IN SANCTIONS EVASION  24 

Case 1 

Arttronix 
Drone parts supplier dodges sanctions with new company 

On April 19, 2023, OFAC sanctioned three Hong Kong companies: Arttronix International (HK) 
Limited, Vohom Technology (HK) Co., Ltd., and Yinke (HK) Electronics Company Limited. OFAC 
determined that the three companies provided various electronic goods to PASNA, an Iranian parts 
supplier to the military, for use in UAV programs.167 As discussed above, these sanctions were issued 
simultaneously with criminal charges against an Iranian national, Mehdi Khoshghadam, for working 
with Arttronix, Vohom, and Yinke to import prohibited cables and connectors to Iran via Hong 
Kong.168 

 

On its 2022 Annual Return (the last one it filed), Arttronix 
lists two owners and directors, Li Jian Wang and Liu Jing, 
who disclose a shared residential address in the Taoyuan 
Ju apartment complex in Bao An District, Shenzhen, China. 
Li Jian Wang’s Chinese ID card number is listed in full.169  

Li and Liu acted quickly after the April 19, 2023, sanctions 
designation. The company secretary resigned on April 
21. 170  Arttronix then filed a notice with the Companies 
Registry declaring that on April 26, 2023, the company had 
convened and passed a resolution to cease operations.171 
The company made a required request to the Inland 
Revenue Department on April 28, 2023, seeking 
certification that IRD had no objection to deregistration; IRD issued the certification on January 15, 2024.172 
Shortly after on February 1, 2024, Li filed a deregistration application.173 

Yet this was not the end for Li. A year later, on April 24, 2024, Li filed to incorporate a new company, ETS 
International (HK) Limited. Li is listed as the director using the same Chinese ID number.174 However, because 
Chinese ID numbers are not officially entered into the Companies Registry database and Li did not provide a 
Hong Kong ID or passport number to register, the two companies’ common director is not apparent from a 
Companies Registry search. It is only discoverable by pulling individual filings and comparing the ID information. 

 

Li Jian Wang and Liu Jing’s listed apartment building in 
Taoyuan Ju, Shenzhen (Baidu). 

Li Jianwang is listed as director in Arttronix Company records (left) and ETS company records (right); 
residential address and ID number redacted for this report. (Hong Kong Companies Registry). 
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Case 2 

Liu Jing, who purportedly shared both a home and 
ownership of Arttronix with Li, is no longer listed as 
either director or owner of the new company. In fact, 
even Li is no longer listed as an owner. Instead, a new 
name appears as the sole shareholder of ETS 
International: Wu Chang.175 Yet in a sign that things may 
not be what they seem, Wu Chang’s listed home address 
is the same Shenzhen address that Li and Liu had listed 
as their residence in Arttronix’s corporate filings.176 

Apparently, none of this attracted notice from the Hong 
Kong Companies Registry. Showing how easy it is for 
even an individual whose company has been sanctioned 
to set up a new company in Hong Kong and continue to 
conduct business, the company was approved and 
registered just one week after applying, on May 1, 2024. 
It remains active, and neither ETS nor Li have been 
sanctioned by the U.S.177 

 

 

 

Servomotor supplier Hongkong Himark Electron Model Ltd. 
Hongkong Himark Electron Model Ltd. was added to the SDN list on September 27, after OFAC 
determined that the company had “fulfilled several servomotor orders worth more than $1 million 
for PESC,” an Iranian company that has procured these servomotors for UAVs. According to OFAC, 
Hongkong Himark sold “thousands” of these motors to both Iran and the Houthis in Yemen. In 
addition to Hongkong Himark, OFAC sanctioned their representative, PRC-based Fan Yang.178 

 
According to the Companies Registry, Hongkong Himark was incorporated in September 2017.179 Its two owners 
at founding were, and continue to be, Genhua Wang and Yifan Wang, while Genhua Wang also serves as the sole 
director.180 The two owners appear to be spouses or otherwise related, as they share a residential address in 
Zhuhai, the Chinese city closest to Macau (and a short drive to Hong Kong).181 

From its founding, the company secretary was SBC Corporate Services Limited in Kowloon Bay, Hong Kong.182 In 
November 2023, six weeks after Hongkong Himark was added to the SDN List, SBC Corporate Services filed a 
notice withdrawing as corporate secretary.183 The secretary has not been replaced, suggesting the company may 
be ceasing operations.184 It has not, however, been struck from the Companies Registry and is listed as active.185 
Wang Genhua does not hold any other directorships in Hong Kong, so does not appear to have started another 
company to evade sanctions—at least not with himself listed as director.186 

Notably, neither of the two owners, Genhua and Yifan Wang, were sanctioned by OFAC along with the company. 
The Hongkong Himark “representative” who was sanctioned, Fan Yang, does not appear in the corporate 
records.187 It is possible that Fan Yang was a consultant or employee without equity in the company. 

The reasons for not sanctioning the individual owners are unclear, but this situation, like the case of Li Jianwang, 
again underscores an ongoing challenge with U.S. sanctions in stemming the tide of illicit transshipments: it is 
often easier to establish evidence against corporate entities than the individuals behind the entities. But without 
sanctioning the individuals, the sanctions ultimately can only slow, not halt, the illicit activities of those involved. 

Wu Chang is listed as the sole owner of ETS, with the same address as Li 
Jianwang and Liu Jing (Hong Kong Companies Registry). 
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Case 3 

Chinese/Hungarian Owned Hong Kong Companies Involved in Illicit Iran 
Oil Deals 
On Feb. 4, 2024, an anti-Iran hacker group called the PRANA Network announced that it had hacked 
into the email servers of Sahara Thunder, a front company for Iran’s Revolutionary Guard. Shortly 
thereafter, this database was published on the website WikiIran. 188  The emails showed Sahara 
Thunder’s role in facilitating petroleum sales, ship-to-ship transfers, the purchase of parts for 
drones and other weapons, and other illicit activities. 

Two Hong Kong-based companies, HK Shipping Cooperation Limited (“HKSC”) and HK Petroleum 
Enterprises Cooperation (“HKPEC”), appear in the Sahara Thunder emails. As discussed below, the 
communications demonstrate their involvement in significant oil deals, including ship-to-ship 
transfers and the sale of oil originating from Oman. 

 

Ship-to-ship transfers with HK Shipping Cooperation Limited 
Based on the Sahara Thunder emails, HK Shipping Cooperation Limited appears to play an important role in 
brokering ship-to-ship transfers of Iranian oil. A series of Sahara Thunder emails from December 2022 detail 
HKSC’s involvement in arranging for a vessel to receive oil from Sahara Thunder via ship-to-ship transfer. 

The emails are between an unnamed representative of Sahara Thunder and “Mike” of HKSC. According to these 
emails, the parties are negotiating the details of a planned charter ship-to-ship transfer between a Sahara 
Thunder “mother vessel”—the ship that will transfer the oil—to a HKSC-arranged “daughter vessel”—the ship 
that will receive the oil. The negotiations appear to center around the requirements for timing and duration of 
the charter, the extent to which vessel documentation must be provided, and other details. 

After some initial back and forth, the emails show HKSC sending a “quotation from the ship owner” with key 
information on the proposed agreement: 

• Vessel is M/T MAREN, a tanker. 
• Loading location is listed as Basrah or Khor Al Zubair Iraq, but specifically notes “Always excluding Iran.” 
• Discharge location: Safe ports in either Malaysia or Qingdao-Dalian range, at the charter Sahara 

Thunder’s option. 
• Loading date: 9-11 December 2022 (just two days after this email) 
• Cost: 7-9mm USD for 1 port to 1 port (“BSS 1/1”) 

◀ HKSC email to Sahara Thunder with 
proposed charter details (WikiIran). 
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The parties continue to negotiate terms, with Sahara Thunder pressing for a “3+3 TC” (believed to mean a three-
month charter with a three-month possible extension) instead of a “voyage charter” (an agreement for a single 
voyage).189 Ultimately, HKCC relays that after speaking to the vessel owner, they “accept trial voyage as voyage 
charter, and after that can sign 3+3 TC.” 190  This exchange indicates that Sahara Thunder intends this 
arrangement to be ongoing and involve multiple voyages with the chartered vessel. 

At several points in the email exchange, the parties refer to the HKSC vessel having a “clean flag.” This appears 
to be important to Sahara Thunder. “Clean flag” refers to a requirement that the vessel not be under sanctions 
or restrictions. In a December 7, 2022, email, the Sahara Thunder representative provides a Q88 (vessel 
documentation) of the expected mother vessel and explicitly states that it is “the not sanctioned vessel.” 

 

Attached to the same email is the Q88 (a standardized vessel chartering questionnaire) for the vessel Sahara 
Thunder expects to serve as the mother vessel, though the emailer notes that this could change. The vessel is 
the Elva, which the Q88 indicates is a Guyana-flagged oil tanker with a Seychelles company listed as the owner. 
In another email, HKSC provides the Q88 for the Maren. Maren is listed in the Q88 as Panama-flagged with a Belize 
corporate owner. 

Throughout the negotiations, Sahara Thunder’s representative expressed concerns about the length and nature 
of the charter, never fully agreeing to the “trial voyage” followed by a 3+3 TC proposed by HKCC. 

◀ Sahara Thunder specifies that it will be 
providing “the not sanctioned vessel” for the 
ship-to-ship transfer (WikiIran). 

Proposed vessel details for Elva and Maren provided by Sahara Thunder and HKSC (WikiIran). 
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Ultimately, the deal may not have been finalized. There is nothing in the email leak showing final terms. 
Additionally, according to records and maps of the Maren’s movements collected by C4ADS, it remained in the 
Middle East for the next several months, not reaching Asia until February 2023. However, Iran has been known 
to mask its trail of oil shipments by conducting multiple ship-to-ship transfers and other maneuvers within a 
single voyage. It is therefore impossible to rule out Maren’s involvement. 

Crude oil sales with HK Petroleum Enterprises Cooperation Limited 
Another email in the Sahara Thunder data leak, subject line “LOI,” for “Letter of Intent,” was sent by “Mike” at 
HK Petroleum Enterprises Cooperation Limited, with an email address of mike@hkpecl.com. Mike emails “Mr. 
HJ” at the address commercial@saharathunder.com and indicates that the two had met that morning for 
breakfast. Mike then indicates that there are two letters of intent attached. 

The attached LOIs detail significant purchase agreements for heavy crude oil from Oman. The letterhead 
includes an address for PECL in Kwun Tong, Kowloon, and a telephone number with Hong Kong’s +852 country 
code. The documents are signed by 陳敏—Chen Min. The LOIs are addressed to “TSCO,” which could be affiliated 
with Sahara Thunder since these LOIs were sent to a Sahara Thunder address. 

The two LOIs specify the purchase of 4,000,000 and 1,000,000 barrels per month of crude oil. The delivery for 
both LOIs is scheduled to begin in mid-February 2023, with the first LOI continuing for 12 months. Like the 
arrangements in the separate HKSC email chain, the terms of delivery for both LOIs include ship-to-ship transfers 
in the Persian Gulf, with the oil discharged in Malaysia or China. Both LOIs require that the transfer only occur 
“with clean mother vessel and clean documents”—indicating a focus on non-sanctioned vessels. 

The domain hkpecl.com, from which Mike sent his email, currently contains only an empty index folder. In an 
archived version from December 2021, the website contained only the logo for HKPEC (the same one that 
appears on the LOIs). The website does not appear to have ever been developed further. 

  First page of the letters of intent for crude oil on HKPEC 
letterhead. 

Email from “Mike” at HKPEC to Sahara Thunder’s HJ 
indicating they had an in-person meeting and attaching 
heavy crude oil letters of intent. 
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The Chinese and Hungarian individuals associated with HKSC and HKPEC 
Both HKPEC and HKSC were founded in 2021 and have the same two shareholders, same director, same 
company secretary, and same registered office. The company secretary and registered office is a corporate 
services company, Supreme Hong Kong Registration Limited. The two directors and equal shareholders are Chen 
Min (who signed the HKPEC LOIs) and Anett Szilagyine Szeplaki.191 

Szeplaki lists a Hungarian passport on HKPEC and 
HKSC corporate documents, and she maintains a 
LinkedIn indicating her location as Hungary.192 This 
LinkedIn account appears to use an alias. It 
previously used her real name, as evidenced by old 
posts in which she was tagged under her real name, 
including one tag from a man based in Iran.193 On the 
LinkedIn profile, Szeplaki lists her job as “General 
Manager, Middle East Business and consulting 
office,” with her work location as Iran. Her “About” 
section includes a bulleted list of her business 
consultancy work, including helping companies 
obtain “machines and equipment,” “oil, oil products 
and gas,” and “assist in the organization of 
transport.” 

Less information is available on Chen Min, who may 
or may not be the “Mike” in the emails. In a Dec. 8, 
2022, exchange with Sahara Thunder, “Mike” provided a QR code, which leads to his contact information on 
WhatsApp with a number that uses a Malaysia country code (+60). In the same email, “Mike” provides a WeChat 
QR code that links to an account with a picture of a tanker and lists his location as Singapore. The corporate 
documents for these companies, however, list a China passport for Chen Min.194 

On Feb. 2, 2024 – just two days before hackers exposed the Sahara Thunder emails – Chen Min set up a new 
company called HK Energy Corporation Limited. According to the incorporation form, the company is owned by 
HKSC, with Chen as its only director. Szeplaki is not mentioned.195  

Anett Szeplaki’s LinkedIn profile. 

 “Mike’s” WeChat (left) profile. "Mike's" WhatsApp profile. 
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Case 4 

Orient Source (HK) Ltd. 
Request to Purchase Light Crude from Sahara Thunder 

The Sahara Thunder hacked emails show that on Jan. 5, 2023, Navin Tauro, the Director of 
Singaporean company Orion Silver Pte. Ltd., emailed Sahara Thunder “on behalf of Orient Source 
(HK) Ltd.” to provide a “letter from Orient Source requesting for a sale-purchase offer on light crude 
oil.” The email indicates that this letter is the result of Sahara Thunder’s meeting on Dec. 17, 2022, 
with “Dr Moosavi, Mr. Allahverdiha and Mr. Babakhani, representing our interest.” 

 
The email attaches a letter on Orient Source letterhead, dated 
Jan. 5, 2023, and addressed to “M/S Sahara Thunder” in Tehran, 
Iran. The four names noted in the email above are listed in the 
“Via” line. The letter is signed by “Mr. Alistair Sean Jeffries, 
CEO/Founder – Orient Source (HK) Limited.” 

The body of the letter details a request for a sale and purchase 
offer for light crude oil with API grades 33-35 and 29-31. The 
letter references a previous meeting on Dec. 17, 2022, and 
expresses interest in receiving a firm offer. The proposed 
quantities range from 500,000 to 2 million barrels for a spot trial 
first order, and 2 to 4 million barrels per month for a 12 to 24-
month period. Delivery terms include ship-to-ship transfer in 
Malaysia waters, India’s west coast, the Mediterranean, or 
China waters. 

Corporate records indicate Orient Source (HK) Limited was 
formed in August 2014.196 The company maintains a website, 
however, where it states it was established in 2010 and is “a 
leader in global Commodity Trading, Financial Trading & 
Logistics.”197 The website describes its activities as “connecting 
our clients with sales and purchase agreements of high value 
commodities and financial trading solutions globally.” The site 
lists the company’s head office in Wanchai, Hong Kong. 

The purported CEO, Alistair Jeffries, is listed as the sole owner and director of the company.198 He has an account 
on X (formerly Twitter), which has not been updated since 2013.199 The latest annual return for the company 
(2023) describes Jeffries as a citizen of India.200 The original incorporation form filed in 2014 lists an address in 
Mumbai. His X account, however, listed his location as China.  

Letter from Alistair Jeffries of Orient Source to 
Sahara Thunder. 

Profile photo on X (Twitter) account attributed to Alistair Jeffries. Orient Source website’s “About Us.” 
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North Korea 

North Korean Efforts to Evade Sanctions — Overview 
Like Iran and Russia, North Korea has developed various strategies to evade international sanctions, allowing it 
to sustain its economy and continue its nuclear and ballistic missile programs despite extensive global 
restrictions. 

North Korea engages regularly in illicit ship-to-ship transfers to import refined petroleum and export coal, 
circumventing U.N. sanctions. These transfers often occur in international waters, involving a network of 
shipbrokers, trading companies, and maritime operators that obscure the transactions’ true nature. North 
Korean vessels frequently change names and flags to evade detection.201 

North Korea employs complex ownership structures and trusted third-party intermediaries to maintain access 
to the global financial system. These intermediaries operate through front companies and shell entities, often 
using aliases and frequently changing locations to avoid detection by international regulators. This network 
supports North Korea’s ability to acquire dual-use and restricted technologies necessary for its military and 
nuclear capabilities, as well as its sales of resources to generate much-needed hard currency for the regime.202 

North Korea has also made extensive use of hacking for cybertheft and blackmail. North Korean hacking groups 
linked to the regime have been involved in high-profile cyber heists, including a theft of $81 million from 
Bangladesh’s central bank and significant sums from cryptocurrency exchanges and banks worldwide.203 These 
cyber activities have netted North Korea billions of dollars, which are funneled back to support its weapons 
programs and regime stability.204

Hong Kong’s Role in North Korea Sanctions Evasion 
Hong Kong is critical to North Korea’s sanctions evasion efforts. As with Russia and Iran, North Korea operates 
or associates with a network of Hong Kong shell companies designed to mask illicit operations. These shell 
companies operate oil tankers and other vessels that provide resources and other goods to North Korea, in turn 
receiving coal and North Korean resources for export. Hong Kong has also been used to launder North Korea’s 
stolen crypto assets. 

U.N. Sanctions Enforcement in Hong Kong 
Hong Kong is required under its own laws and treaties 
to abide by the U.N. sanctions on North Korea (though 
not the more extensive sanctions imposed by the U.S., 
E.U., and their allies). There is little evidence, however, 
that the city has sought to consistently enforce these 
obligations. 

Hong Kong implements the U.N.’s North Korea 
sanctions via a local regulation, the United Nations 
Sanctions (Democratic People’s Republic of Korea) 
Regulation, 205  and the Commerce and Economic 
Development Bureau maintains lists of both 
sanctioned persons and sanctioned vessels.206 

Under the DPRK Regulation, anyone who contravenes 
the sanctions is subject to up to seven years in prison 
and an unlimited fine. Any person who contravenes 
entry bans for sanctioned persons is subject to a fine 
and imprisonment up to two years. 

Both of the Commerce and Economic Development 
Bureau’s sanctions lists are identical to corresponding 
lists published by the U.N. Like the U.N. lists, they 
mostly include North Korean individuals and 
companies, rather than foreign sanctions evaders or 
facilitators.207 Notably, however, of the 12 non-DPRK 
entities on the U.N.’s sanctioned persons list, four are 
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from Hong Kong—more than any other country—with 
three additional from mainland China. 

Further showing the important role of Chinese and 
Hong Kong companies in illicit North Korea trade, on 
the U.S. SDN List there are 479 persons listed under the 
various DPRK sanctions programs (though that does 
not account for North Koreans sanctioned under 
terrorist financing and other non-DPRK-specific 
sanctions programs). Of the 479 persons, at least 164 
are from North Korea, while 94 are from China and at 
least 11 are from Hong Kong.208 

Despite Hong Kong’s legal commitment to enforce the 
U.N. DPRK sanctions, there is little evidence the 
government has sought to do so. With respect to the 
four entities sanctioned by the U.N. 209 —and thus 
appearing on Hong Kong’s own sanctions list—

corporate records do not indicate any action was 
taken after the designations. 

Leader (Hong Kong) International Trading Limited, for 
example, was designated by the U.N. in 2008 for 
“facilitat[ing] shipments on behalf of the Korea Mining 
Development Trading Corporation (KOMID).210 KOMID 
was designated by the UNSC in April 2009 and is the 
DPRK’s primary arms dealer and main exporter of 
goods and equipment related to ballistic missiles and 
conventional weapons.” 211  Yet the company 
continued in operation, filing annual returns each year 
through 2013.212 The company was only dissolved in 
August 2016 through “striking off,” a process by which 
the Companies Registry terminates companies that 
have ceased operation voluntarily.213 A search of court 
records also finds no civil or criminal action launched 
against the company.214

 
Hong Kong-Related Incidents Documented by the UNSC’s North Korea 
Committee and Global Media 
The UNSC Committee’s twice-yearly reports,215  have 
been instrumental in documenting and exposing 
North Korea’s efforts to evade international sanctions, 
with Hong Kong making regular appearances in the 
Committee’s detailed findings. In particular, the 
reports have consistently revealed the involvement of 
Hong Kong-registered entities in North Korea’s 
sanctions evasion strategies, highlighting Hong 
Kong’s role as a hub for financial transactions, 
procurement of dual-use technologies, and illicit 
shipping operations. Despite having a legal obligation 
to comply with the U.N. sanctions, the Hong Kong and 
Chinese governments have taken little apparent 
action against the companies or individuals involved. 

Following is a sampling of some of the notable Hong 
Kong companies and vessels tracked by these reports. 

The New Konk Saga 
Multiple Hong Kong companies have been involved in 
the illicit activities of the New Konk, a vessel used to 
make illicit ship-to-ship oil transfers, create fraudulent 
ship identities, and launder proceeds using shell 
companies. The New Konk has appeared repeatedly in 
the UNSC Committee’s reports over the years, but the 
vessel remains in operation. 

In its March 2020 report, the Committee revealed June 
2019 photographs of a vessel, the Vifine, conducting a 
ship-to-ship transfer with the New Konk in the East 

China Sea.216 According to the Committee report, the 
Vifine was owned by a Hong Kong company, Hongxin 
International Ship Management Co. Limited, while the 
New Konk was owned by another Hong Kong company, 
New Konk Ocean International Company Limited. 
According to the Committee report, however, both 
companies shared the same Hong Kong address, 
indicating that they were likely alter egos for the same 
beneficial owner. The two ships also shared a common 
operator, a third Hong Kong company called All Sefety 
[sic] Ocean International Trading Co. Limited.217 

In its August 2020 interim report, the Committee 
expanded on these findings. In particular, it found that 
in addition to its previously reported participation in 
ship-to-ship transfers, the New Konk had delivered 
illicit cargo directly to the North Korean city of Nampo 
on at least six occasions from January to May 2020.218 

Photo of Vifine and New Konk conducting a ship-to-ship transfer 
(UNSC DPRK Sanctions Committee). 
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In March 2021, the New York Times, in a joint 
report with C4ADS and RUSI, revealed that 
despite being named in the UNSC Committee 
report a year earlier and recommended for a 
global port ban, the New Konk had continued 
its activities unabated and had entered ports in 
China without issue.219  The report revealed 
satellite images of New Konk in a port Ningde, 

China, on January 1, 2021.   
In its March 2021 report, the UNSC Committee 
concluded that the New Konk, in efforts to evade 
detection, had begun transmitting a fraudulent vessel 
identification registered to a Panama-flagged vessel, 
Mouson 328, which had been deleted from the Panama 
registry. The original Mouson 328, in turn, had been 
photographed in North Korea’s waters in 2019. 
Mouson 328 had laundered a different identity, the 
newly registered Cherry 19 (which apparently never 
existed), then used the Cherry 19’s fraudulent 
documentation to launder yet another ship’s identity, 
the Smooth Sea 29. Once Mouson 328 had laundered 
these identities, it freed up the New Konk to transmit 
as the Mouson 328 without raising red flags revealing 
the swap.220 

The March 2022 UNSC Committee report revealed that 
New Konk was now owned by yet another Hong Kong 
company, Brilliant Trade International Co. Ltd. 
Brilliant Trade, formed in August 2019, 221  was 
registered as owning the ship F Lonline, but F Lonline 
was merely the newest laundered identity of New Konk. 
The vessel laundering process was complex: A 
Thailand-flagged vessel, Smooth Sea 3, was officially 
transferred to another company and later renamed 
the F Lonline. However, the Smooth Sea 3 was never 
actually transferred. A supposedly newly built Thai 
vessel, Smooth Sea 30, was believed to be the former 
Smooth Sea 3. The title to Smooth Sea 3—now 
unconnected with any real ship—was then transferred 

to Rui He HK Marine Co. Ltd. It was passed on three 
months later to Hong Kong company Cheng Xin 
Shipping Ltd, reflagged under Belize and renamed F 
Lonline. The name could then be assigned to ships like 
the New Konk and swapped out as needed.222 

Cheng Xin, the latest owner of the New Konk, had 
already been associated with another case of vessel 
identity laundering in the September 2021 Committee 
report,223 but continued to operate freely as a Hong 
Kong company. In fact, even as the Committee 
continued to track the New Konk in its subsequent 
reports, the Hong Kong government took no action 
against any of the Hong Kong companies involved in 
this complex web of ship owners and managers. 

The illicit activities of the New Konk continued 
unabated and appear to continue even today. The 
September 2023 report revealed New Konk’s use of a 
new type of location tampering, known as geo-
spoofing, to give the impression that it was located 
elsewhere. On April 4, 2023, for example, the New Konk 
(as F Lonline) transmitted that it was transiting the 
Taiwan Strait into the South China Sea. Satellite 
images, however, showed the vessel in Sansha Bay, 
China, at the time.224 

Use of Hong Kong to Launder Stolen 
Cryptocurrency 
North Korea’s regime has long used cybertheft as a 
means of evading sanctions and raising money for 
both the regime and its illicit weapons programs. In its 
September 2023 report, the UNSC Committee 
disclosed its investigation into the use of Hong Kong 
front companies to launder cryptocurrency stolen by 
North Korea. The Committee alleged that Chinese 
national Wu Huihui and Hong Kong resident Cheng 
Hung Man used the front companies to exchange the 
cryptocurrency for fiat currency.225 

In April 2023, as this investigation had been ongoing, 
the U.S. sanctioned Wu and Cheng along with their 
North Korean handler, while simultaneously charging 
Wu with operating as an unlicensed trader.226 These 
filings revealed further details about the scheme. 
According to the indictments, the laundered 
cryptocurrency was stolen by the Lazarus Group, a 
hacker organization controlled by the DPRK’s 
intelligence service. In just one instance in March 2022, 
Lazarus stole almost $620 million in cryptocurrency. 

The indictment alleged that Wu and Cheng used four 
unnamed Hong Kong front companies to make 

New Konk in Ningde, China (The New York Times). 
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payments for goods in U.S. dollars on behalf of the 
North Korean government. Their North Korean 
government contact would then arrange the transfer 
of Bitcoin into a virtual wallet to pay for the goods and 
compensate Wu and Cheng.227 

Sale of Cargo Vessels to North Korea via Hong 
Kong Companies 
In the March 2023 Committee report, the panel 
revealed several instances of cargo vessels being sold 
to North Korea by Hong Kong shell companies. The 
ships were then likely used to transport illicit goods. 

According to the Committee report, Hong Kong 
company Sino Ever Treasure Ltd. was the last known 
foreign shipowner and operator of the ship SF Bloom, 
which then showed up under a North Korean flag. The 

company, the report said, is a shell entity with a single 
ship registered to its name, and no online footprint.228 

Two North Korea-flagged ships, the Tomi Haru and 
Toyo Haru, were managed by Hongkong Yong Xiang 
Shipping Ltd before their acquisition by North Korea. 
Its director was a Chinese national, Gao HB. Previously, 
the Tomi Haru had been owned by a different Hong 
Kong company, Sunny International Shipping Co Ltd., 
which had named it the Lucky Star 9. Under this name, 
the ship visited North Korea ports in 2014 and 2015.229 

In a third case, the Committee presented evidence 
that Chinese national Wei TT, the director of Hong 
Kong company Li Quan Shipping Co. Ltd., sold the 
vessel Petrel 8 and several other vessels to North 
Korea.230 

 

Other Notable Hong Kong Companies in UNSC Reports 

The three cases above are just a sampling of the dozens of Hong Kong-related incidents documented in the years 
of UNSC Committee reports. Other cases include: 

§ In the September 2022 report,231 four Hong Kong companies were linked to the oil tankers Heng Xing and 
Joffa, which were accused of conducting ship-to-ship transfers of oil with North Korean fishing vessels. 
Hong Kong company Hong Yao International Trading, reportedly owned by Chinese national Liu Zebang, 
was suspected of arranging the fishing boats to pick up the oil. Heng Cheng Rong (Hong Kong) Marine Co 
Ltd. was said to own the Heng Xing, which was seen in March 2022 off North Korea’s coast. A third Hong 
Kong company, Joffa Trade International, was said to own the Joffa tanker, which transferred oil to the 
New Konk (in yet another appearance of this vessel in the Committee reports). Both Hong Yao and Heng 
Chen Rong apparently used the same Hong Kong secretarial services company, Galaxy Company 
Secretarial Services. 

§ The September 2023 Committee report] revealed an investigation into the company Hongkong Great Star 
Development Ltd, or HKGSD, which the report asserted was the registered owner of two vessels that were 
later transferred to North Korea where they now sail under the North Korean flag.232 Additionally, HKGSD 
was reported to be the registered owner and ship manager of the Shundlli, which transshipped oil multiple 
times between December 2022 and June 2023. The Shundlli also apparently geo-spoofed its location along 
with several other ships (including New Konk), in an apparent multi-ship effort to confuse ship trackers.233 

§ The March 2020 report included details on the Tianyou, which made at least four port calls in 2019 at Namo, 
North Korea, to deliver refined petroleum, as well as several ship-to-ship transfers with DPRK vessels.234 
The Tianyou, according to the report, was owned by Tian You Shipping Limited, a Hong Kong company, 
and managed by a Singapore company. The Committee reported that the Singapore company apparently 
spoke to UNSC investigators, revealing that after the Tianyou had repeatedly been observed turning off its 
automatic identification system in August 2018 (a common tactic for ships that do not want to be tracked), 
it sent a letter to the Hong Kong ship owner’s representative, surnamed Jiang, in which they terminated 
the management arrangement. This same report noted at least six additional Hong Kong companies that 
owned six separate vessels known to have conducted illicit trade with North Korea. 
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The March 2020 report also noted that a Hong Kong art 
gallery, Tsi Ya Chai on Queens Road in the Central 
district, had held an exhibition of art from a 
sanctioned North Korean organization, the Mansudae 
Art Studio. 235  The studio responded to the 
Committee’s investigators that they merely displayed 
the art and did not purchase it. Even if true, however, 
connecting potential buyers via an exhibition may 
violate the U.N. sanctions. 

In short, Hong Kong companies, locations, and 
individuals appear throughout most of the UNSC 
North Korea Committee reports over the past two 
decades. These reports lead to an inescapable 
conclusion: That Hong Kong and its government’s lax 
sanctions enforcement have made it the world’s most 
critical hub for North Korean sanctions evasion 
activities, money laundering, and theft. 

The Ship “Owner” Who Didn’t Know He Owned 
a Ship 
The Wall Street Journal reported in 2018236 on the case 
of the vessel Xin Yuan 18, which had been spotted by 
Japanese military aircraft alongside a sanctioned 
North Korean vessel. The report revealed some of the 
key methods North Korea uses to evade sanctions via 
Hong Kong’s lax corporate systems, with multiple 
companies and agents, along with fake 
documentation, involved in concealing the origins of 
this one vessel. 

Xin Yuan 18 was owned by a Hong Kong company, Ha 
Fa Trade International Co. Ltd. A reporter visited Ha 
Fa’s registered address in Wan Chai, Hong Kong, 
where they found a secretarial services agency, 
Yirenjiaren Registration Secretary Ltd. A 
representative for the agency in its Mainland China 
headquarters office told the Journal that Ha Fa was a 
client of a different agency that used the same Hong 
Kong office, Fei Long International Business Co. Ltd. A 
representative for that agency told the Journal that it 
had registered Ha Fa on behalf of yet another 
secretarial services agent. 

Ha Fa’s corporate records from the Companies 
Registry listed only one director and shareholder, 

Tang Yun Hui, with the company’s business address 
(which is separate from the registered address) listed 
in a small village in Hubei Province, China. A Journal 
reporter visited the address, finding a two-story house 
that was empty, with broken glass in the yard. A 
neighbor, however, provided a phone number for 
Tang Yun Hui. 

When the Journal reached Tang on the phone, he 
expressed surprise at being listed as the owner of a 
vessel. It turned out that he was a mere sailor earning 
less than US$10,000 per year. He confirmed to the 
Journal that the Chinese ID card number in Ha Fa’s 
corporate files was his but noted that he had lost his 
wallet leaving a ship in 2016 and outside of that 
incident had frequently turned over his ID to other 
sailors for paperwork. 

This investigation highlighted a remarkable laxity in 
Hong Kong’s Corporate Registry requirements, in 
which little verification is conducted on the 
information provided. The result is a system that can 
be easily exploited by those seeking to evade 
sanctions while concealing ownership. 

A month after the Wall Street Journal report, a 
Companies Registry notice appeared in Ha Fa’s 
corporate files. It said that “Striking the name of [Ha 
Fa] off the Companies Register is under 
consideration.”237 The company was struck off several 
months later.238 

While at first glance it would appear that the 
Companies Registry acted in response to the report, 
that does not appear to be the case: The notice 
referenced Companies Ordinance section 744, which 
permits the Companies Registrar to strike off a 
company if they have “reasonable cause to believe 
that a company is not in operation or carrying on a 
business.” The source of this “reasonable cause” is 
unclear, but it is possible that those who ultimately 
controlled Ha Fa gave notice to the Companies 
Registry that they were ceasing operation. After all, 
why continue with a company that has appeared in a 
global newspaper when one can simply terminate that 
company and start a new one the next day? 
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New Findings and Analysis from Open-Source Data 

Further investigation into laundered vessel F Lonline’s Hong Kong ownership 
 

As noted above, the UNSC North Korea Committee 
reported in its March 2022 report that a ship known 
then as F Lonline was implicated in vessel identity 
laundering. According to the report, F Lonline was not 
a real vessel—it was a new name for the Smooth Sea 3, 
which had never actually been transferred with its 
name but rather had been rebranded as a “newly built” 
ship, the Smooth Sea 30. With this laundering 
complete, the F Lonline could be assigned to vessels at 
will, such as the New Konk, to carry out illicit activities 
for North Korean interests. 

The laundered identity Smooth Sea 3 was, according to 
the Committee report, owned by Thailand company 
Smooth Sea Co. Ltd., followed by Rui He HK Marine Co. 
Ltd. from June to July 2019. Cheng Xin Shipping 
Limited owned it from July to October 2019 and 
renamed it F Lonline in October 2019. Finally, Brilliant 
Trade International Co., Ltd., owned the ship from 
October 2019.239  

We took a closer look at one of the Hong Kong shell 
companies involved in this process, Cheng Xin 
Shipping Limited, which appeared to essentially 
purchase, rename, and then resell the vessel, to try to 
understand how Hong Kong’s corporate system had 
been used to advance North Korea’s interests. 

Cheng Xin Shipping Limited was formed in September 
2016 240  and dissolved by deregistration in October 
2022. 241  It last filed an Annual Return in September 
2021.242 In its initial incorporation form, it listed only 
one owner, Loo Kiang Khung, based in Singapore.243 
The company used a corporate services company, 
Smart Team Secretarial Limited, as its secretary and 
registered address. By the time of its final annual 
return in 2021, Loo remained the sole shareholder and 
director.244 

After the UNSC Committee published its March 2022 
report naming Cheng Xin Shipping, the company 

quickly wound up. On May 16, 2022, the company (via 
its secretary Startupr CS Limited) applied to deregister 
itself. 245  This began the process towards ceasing 
operation. 

On June 22, 2022, the company’s auditor, Grand 
Concept Certified Public Accountants, submitted its 
resignation along with a letter to the Cheng Xin board 
of directors (of whom there was only one, Loo Kiang 
Khung). The letter was then filed with the Companies 
Registry. It stated that “we, as auditors, encountered 
difficulties on understanding the business substances 
of the Company.”246 

Also on June 22, the company secretary, Startupr CS 
Limited, submitted its own resignation.247 

Loo Kiang Khung is somewhat of a mystery. He holds 
no other directorships. He does not appear under that 
name in any social media profiles, nor does he appear 
in any litigation in Hong Kong or otherwise. The Hong 
Kong government appears to have taken no action 
against him. 

The only piece of identifying information associated 
with Loo in the corporate records is his residential 
address in the incorporation form. There, he lists a 
Singapore address in Leungkong Tiga.248 According to 
Singapore land records, this residential apartment is 
owned jointly by Lim Ah Moi and Loo Sew Hock. Loo 
Sew Hock is listed as a citizen of Malaysia.249 

The above records show that every legitimate 
company and person associated with Cheng Xin 
Shipping resigned after the company was named as a 
sanctions evader. Yet, the Hong Kong government still 
appears to have taken no action itself against the 
company or its owner, Loo, despite its purported 
obligation to enforce North Korea sanctions. Instead, 
the company was permitted to deregister on its own 
accord, with final action taken on October 7, 2022. 
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The Lighthouse Winmore and Hong Kong Government’s Inaction 
On Dec. 29, 2017, global media reported that the Hong Kong-flagged tanker Lighthouse Winmore had 
been seized by South Korea after transferring marine diesel to the North Korean-flagged tanker Sam 
Jong. 250  According to these reports, upon return to port in South Korea after the transfer, the 
government had detained the Lighthouse Winmore for investigation on Nov. 24, 2017.251 In the March 
2018 UNSC Committee report, the panel revealed how the incident had been discovered: In the days 
before and after the transfer, Lighthouse Winmore had turned off its Automatic Identification System 
(AIS) to prevent tracking, but the transfer was photographed by an unnamed U.N. member state.252 

 

 

At the time, according to the Committee report, the 
registered owner of Lighthouse Winmore was Hong 
Kong company Win More Shipping Ltd. (“Win More”), 
and the registered operator was another Hong Kong 
company, Lighthouse Ship Management Ltd 
(“Lighthouse”). On Dec. 30, 2017, online outlet 
Chinese Daily reported that Win More and Lighthouse 
share a director, Gong Ruiqiang ( 龔 銳 強 ), a 
Guangzhou native active in the Southeast Asia 
shipping business.253 

On Jan. 4, 2018, SCMP reported that Lighthouse 
denied knowledge of the Lighthouse Winmore’s 
activities, saying that the vessel had been chartered.254 
The same article noted that Taiwan had released a 
man on bail, Chen Shih-hsien, who it believed was the 
oil dealer responsible for the transfer.  

After these articles, it appears from corporate and 
judicial records that there was significant fallout for 
these companies involving the Hong Kong 
government—but not due to any action to enforce the 
U.N. sanctions. 

In the first sign of trouble for the company, after the 
company secretary, Universal Link Consultants Ltd., 
resigned in the wake of the seizure on Dec. 31, 2017,255 
the Companies Registry issued a notice on Jan. 9 that 

it may strike Win More off the registry.256 The notice 
cited only S.744 of the Companies Ordinance relating 
to inactive companies, so was likely triggered not by 
the sanctions violation but by the secretary’s 
resignation. To remedy the issue, Win More appointed 
a new company secretary, Hong Kong Wellfaith 
Business Service Int’l Limited, on Jan. 24.257 On Jan. 30, 
the Companies Registry issued a notice that it was 
discontinuing the striking off process.258 

The companies soon faced a more serious obstacle, 
however. On Jan. 4, 2018, Bureau Veritas Marine China 
Co Ltd. (“BV”), a Shanghai-based issuer of operating 
certificates for vessels, wrote to Lighthouse informing 
them that the class of the vessel and its statutory 
certificates would be canceled in 30 days, preventing 
it from operating, according to Win More in a 
subsequently filed lawsuit.259 According to Win More in 
the suit, BV informed them that it was worried about 
the “stigma to BV caused by the detention of the vessel 
arising from a suspected violation of the [UNSC] 
Resolution and the negative impact on its share price 
and market value as a result thereof.”260  On Feb. 5, 
according to court filings, BV followed through and 
canceled Lighthouse Winmore’s class and statutory 
certificates.261 

▼ Lighthouse Winmore ship-to-ship transfer with Sam Jong 
(UNSC North Korea Sanctions Committee).  

◀ The Lighthouse Winmore (MarineTraffic). 
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Due to this action by BV—and not, it should be noted, 
due to the North Korea sanctions violation prohibited 
by Hong Kong law—the Hong Kong Marine 
Department informed Lighthouse on Feb. 6, and again 
on May 24, that they would close the vessel’s 
registration unless action was taken within 90 days to 
resolve the matter.262 

On May 29, the South Korean Ministry of Oceans and 
Fisheries informed Lighthouse that for the ship to be 
released from impoundment, “the flag state (Hong 
Kong) will have to submit to the Committee plans to 
prevent the recurrence of such incident, and request 
that the said vessel be no longer impounded.”263  In 
response, Lighthouse submitted proposed measures 
to the Hong Kong Marine Department to prevent 
further violations and asked the department to make 
the necessary request to the UNSC Committee for the 
vessel to be released.264 

While the Marine Department was reviewing the 
request, Lighthouse filed an application for judicial 
review in Hong Kong High Court, requesting that the 
Director of Marine be ordered to submit the proposed 
measures to the UNSC.265 As that matter was pending, 
the Marine Department submitted the proposed 
measures to the China Ministry of Foreign Affairs, but 
wrote that they “are superficial in general,” and “lack 
specific details and are impracticable.” The director 
therefore recommended not submitting the proposed 
measures.266 

Finally, on May 2, 2019, Judge Anderson Chow of the 
High Court rejected Win More’s request for an order 
compelling the Director of Marine to act.267 On Aug. 28, 
2020, the Companies Registry published a notice that 
Lighthouse would be struck off the Corporate Registry 
after three months due to not having a secretary or 
director, both of whom had resigned. 268  Win More, 
however, remains active as of 2024, though Gong 
Ruiqiang is no longer the owner, having apparently 
transferred ownership to Yu Xianhong.269 

The Lighthouse Winmore reportedly was released from 
impoundment in July 2019 after South Korea 
requested permission from the UNSC’s Sanctions 
Committee to release it and the committee confirmed 
that appropriate measures had been taken to prevent 
the recurrence of sanctions violations. 270  In 
September 2019, according to publicly available 
marine traffic records, the ship assumed the name 
Jian An 81 under the ownership of another Hong Kong 

company, LinkedHope International Ltd. By March 
2020, it was flying a Panamanian flag rather than a 
Hong Kong flag.271 

In January 2022, the ship’s name changed to the Ling 
Yu and it was re-flagged to China. The same month, a 
PRC entity, Yangpu Lingyu International, became the 
registered owner. 272  There has been no apparent 
suspicious activity with the vessel since 2019, such as 
going dark, making port calls in sanctioned countries, 
or doing ship-to-ship transfers.273 

Despite claims from Lighthouse and Winmore to the 
contrary, it is difficult to believe that the owner and 
manager had no knowledge—or at least suspicion—of 
the illicit activities being undertaken. According to the 
High Court ruling, the charter to Chen was a time 
charter for a fixed period of 12 months.274 Ordinarily, 
the owner provides the crew for a time charter, not the 
charterer.275 If so, Lighthouse’s own crew would have 
been manning the vessel during any alleged illicit 
transfer. Additionally, the course a ship takes is public 
information, and the owner would have easily been 
able to determine that the vessel’s AIS System had 
been deactivated for a period of days—a strong 
indication of illicit activity.  

As such, it is telling that despite the Hong Kong 
government having significant involvement in dealing 
with the fallout of the illicit transfer, including 
handling Lighthouse’s (seemingly voluntary) 
deregistration and the Marine Department’s 
involvement in litigation related to release of the 
vessel, no enforcement action appears to have been 
taken against Lighthouse, Win More, Gong Ruiqiang, or 
anyone else involved in the alleged illicit transfer. This 
stands in contrast to Taiwan, where the government 
launched an immediate investigation into Chen and, a 
year later in January 2018, sanctioned Chen and his 
related firms, freezing their assets and forbidding 
them to do business with banks and other 
companies.276 

In issuing the sanctions, the Taiwanese government 
issued a statement saying, “We share the international 
responsibility towards regional security, and we 
cannot tolerate any provocation to international 
security.”277 

Apparently, the Hong Kong government did not share 
this view. 
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Part III: Analysis and Recommendations 

Shortcomings in Current Enforcement Schemes 

The Limits of Current U.S. Sanctions Enforcement against Hong Kong 
Companies for Russia Trade 
As discussed in this report, since the February 2022 
Ukraine invasion, the U.S. has issued several rounds of 
sanctions targeting companies involved in 
transshipping of high priority dual-use goods to Russia, 
including several dozen Hong Kong companies. In 
most of these cases, the goods involved were 
electronics with military uses such as semiconductors 
and other microelectronics.278 However, this handful 
of companies constitutes only a tiny fraction of Hong 
Kong companies and individuals involved in 
transshipment of Western technology to Russia. 

In June 2023, Treasury officials met with banks in 
Hong Kong to urge them to crack down on 
transshipments of dual use goods.279 HSBC, Standard 
Chartered, Bank of China, HKMA, and ACAMS attended. 
A list of 38 “high priority dual-use goods” was shared 
with participants. It is unclear to what extent banks 
tightened their policies after this meeting, but in 
September 2023, HSBC halted remittances to and 
from Russia and Belarus.280

In December 2023, the U.S. President issued Executive 
Order 14114 authorizing secondary sanctions against 
banks and companies involved in financing 
companies that ship prohibited goods to Russia. 281 
The next month, Treasury officials again visited Hong 
Kong to hold a meeting with banks. This time, far more 

attended. Nikkei reported that among those present 
were executives from Bank of China, ICBC, Bank of 
Communications, CMB Wing Lung, UBS, Citi, JPM, 
Goldman, Morgan Stanley, Deutsche, Barclays, and 
BlackRock.282 As with the first meeting, it is unclear to 
what extent the banks have tightened their diligence 
policies or otherwise changed their behavior since the 
executive order and meeting. 

OFAC finally made use of this new secondary sanctions 
authority on June 12, 2024, when it announced it had 
added four individuals and 20 Hong Kong trading 
companies to the sanctions list under the secondary 
sanctions executive order. 283  Still, no banks were 
sanctioned despite the critical nature of bank 
financing to sanctions evasion activities. A Treasury 
Department press release 284  noted that the new 
sanctions were intended to “ratchet up the risk of 
secondary sanctions for foreign financial institutions 
that deal with Russia’s war economy”— odd phrasing 
given that no banks were in fact sanctioned, but likely 
intended to signal that noncompliant banks would be 
next on the target list. The announcement also 
included an “updated guidance for foreign financial 
institutions” on complying with U.S. sanctions and the 
dangers of not doing so.285 
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Ultimately, however, the bottom line is that U.S. and 
allied efforts have been inadequate to halt the flow of 
prohibited western goods from Hong Kong to Russia. 
Without targeting trade finance, as well as the 
individuals behind sanctions evading companies and 
the corporate services and shipping firms that 
facilitate their trade, the effort is largely a game of 
whack-a-mole, in which the U.S. will sanction a 
company or add it to the Entity List, and the owners 
will then start a new company that is not sanctioned. 
Hong Kong is a popular location for basing these 
operations not just because it is relatively politically 
friendly to Russia, but because creating and replacing 
corporate identities is very easy to do and difficult to 
track. 

The path from a company being publicly identified as 
a sanctions evader to that company being added to 
the sanctions list also moves far too slowly. There is 
currently no unified process within OFAC, BIS, and the 
State Department to investigate and establish 
evidence against sanctions evaders, and not enough 
staff and resources assigned to the task. In a world 
where companies can be set up overnight and trade 
channels established almost as quickly, speed is 
essential in any sanctions or enforcement response. 

To give an example of the timetable involved, in 
August 2022, in its first of two reports on 
transshipments of Western goods to Russia, British 
think tank RUSI reported that the owners of a 
company that the U.S. government has already added 
to the Entity List, Sinno Electronics Co Ltd., controlled 
another company, Sigma Technology Limited, which 
had been shipping vastly more goods to Russia than 
Sinno.286 Despite the publication of this report, it took 
until February 2024—almost two years later—for 
Sigma Technology Limited to be added to the U.S. 
Entity List. To date, it has not been added to any E.U. 
sanctions lists.287 

There is a pressing need for the U.S. Congress to pass 
legislation creating a centralized cross-departmental 
body to coordinate sanctions and export control 
investigations, designations, and enforcement. Any 
such body should also be provided with vastly more 
staffing, technology, and resources than are currently 
dedicated to this work. Taking these steps would 
enable more robust and faster moving investigations, 
with the goal of rapidly responding to developments 
as sanctions evaders adapt and regroup by quickly 
establishing the necessary evidence of illicit conduct 
and issuing restrictions against both the companies 
and individuals involved. 

 
Corporate Due Diligence Limitations 
While criminal liability for sanctions and export 
control violations requires willful intent, OFAC and BIS 
can issue civil penalties based on strict liability.288 This 
means that a company or individual that violates 
sanctions or export control restrictions by conducting 
prohibited transactions can be subject to steep fines, 
irrespective of whether they knew about the violations. 

U.S. exporters have often relied on their lack of 
knowledge of reshipments and other prohibited 
transactions as a defense, despite the strict liability 
standard. In response to the Bloomberg/C4ADS 
investigation in 2023, Texas Instruments said that it 
“strongly opposes our chips’ use in Russian military 
equipment and the illicit diversion of our products to 
Russia,” but claimed “no knowledge” of the onward 
shipments. Analog Devices similarly said that these 
reshipments were a “direct violation of our policy,” 
but declined to state what they had done to prevent 
it.289 

Both OFAC and BIS provide detailed guidance for 
companies on the due diligence they are legally 
required to conduct. For export controls, BIS 
emphasizes the importance of a robust “Know Your 
Customer” program. Exporters are required to 
evaluate transactions for any “Red Flags” that suggest 
the export may be destined for inappropriate end-use, 
end-user, or destination. These red flags include 
inconsistencies in the transaction, such as unusual 
requests or reluctance from the customer to provide 
end-use information. If red flags are present, exporters 
must conduct due diligence to investigate and resolve 
any concerns before proceeding.290 

OFAC strongly encourages organizations to adopt a 
risk-based approach by developing a comprehensive 
sanctions compliance program (SCP). An effective SCP 
should include management commitment, ensuring 
senior leadership supports and resources the 
compliance program; a thorough risk assessment to 
identify and address potential sanctions risks; internal 
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controls to prevent and detect prohibited transactions; 
regular testing and auditing to identify and rectify 
compliance gaps; and ongoing training for employees 
to stay updated on compliance requirements.291 

Nonetheless, the limits of this narrow, risk-based due 
diligence was exemplified by the U.S. v. Maxim 
Marchenko case discussed above, where a Russian 
Hong Kong resident was charged with ordering mini-
OLED displays (which can be placed in military scopes, 
among other prohibited uses) from New York-based 
manufacturer eMagin. 292  When faced with a Hong 
Kong-based Russian buyer of its sensitive dual-use 
goods, eMagin asked Marchenko via email to “Please 
confirm this does not include Russia or Ukraine for end 
country,” to which Marchenko responded, “I confirm 
that this does not include Russia or Ukraine for end 
country.” As the shipments proceeded, eMagin sent 
various questions about the end users. Marchenko 

simply lied, saying that the end user was the National 
Health Commission in China, which would use the 
mini-OLEDs for electron microscopes. Eventually, at 
the advice of law enforcement, eMagin declined to 
continue the sales and referred Marchenko to a fake 
undercover company which proceeded to conduct a 
sting operation. However, by this point many units 
had already been shipped. 

To date, while the U.S. has brought several 
enforcement actions against overseas evaders of the 
Russian sanctions program, with respect to American 
goods producers, it has neither brought any legal 
actions nor announced any investigations. Ramping 
up civil enforcement actions when inadequate due 
diligence programs fail to catch sanctions and export 
control violations may be necessary to nudge 
companies towards spending more resources in 
building out these risk-based processes. 

 
  

An eMagin OLED microdisplay (eMagin press handout). 
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Policy Recommendations 
Hong Kong’s value as a hub for sanctions evasion has grown significantly in recent years. This report underscores 
the urgent need for comprehensive and decisive measures to stem this trend. While these recommendations are 
relevant to all democratic nations, most of our recommendations focus on U.S. policy due to the United States’ 
unparalleled influence over the global economy and its demonstrated political will to address these issues. 

1 The U.S. should use its secondary 
sanctions authority to designate 
Hong Kong and Chinese banks 
financing illicit trade. 

The U.S. government should issue secondary 
sanctions against Hong Kong and Chinese financial 
institutions financing or providing services to Hong 
Kong’s sanctions evaders. As described in this report, 
in Hong Kong the ease and speed with which 
corporate entities can be created and the ability to 
mask beneficial owners severely limit the impact of 
sanctions on trading companies. Financial institutions, 
however, do not have the same luxury: raising capital, 
obtaining licenses, and establishing the proper 
entities requires significantly more time and effort. 
Only by sanctioning financial institutions involved in 
financing sanctions evasion can the U.S.  genuinely 
curtail the flow of illicit goods and funds to sanctioned 
regimes. 

In December 2023, the Biden Administration issued 
Executive Order 14114, 293  which permits secondary 
sanctions on non-U.S. financial institutions working 
with Russian sanctioned persons, as well anyone 
supporting the Russian military-industrial base in any 
capacity. Since then, the administration has 
repeatedly threatened to use this power against Hong 
Kong and Chinese financial institutions,294 but so far 
has not done so. 

The North Korea and Iran sanctions regimes also 
permit secondary sanctions on foreign financial 
institutions facilitating illicit transactions these 
regimes under Executive Order 13810 (North Korea)295 
and Executive Order 13902 (Iran).296 The U.S. should 
make use of this authority with respect to Hong Kong 
and Chinese foreign financial firms facilitating such 
illicit transactions. 

 

2 The U.S. should Designate Hong 
Kong as a Primary Money 
Laundering Concern (“PMLC”). 

The U.S. Treasury should designate Hong Kong as a 
primary money laundering concern under Section 311 
of the Patriot Act. 297  This designation allows the 
Treasury Department (via FinCEN) to pursue special 
measures against jurisdictions or financial institutions 
abroad if it determines there are reasonable grounds 
to conclude the jurisdiction or financial institution is of 
primary money laundering concern. The special 
measures range in severity, permitting a more tailored 
approach to Hong Kong’s particular illicit transaction 
risk than simply sanctioning the jurisdiction or those 
within it.298 

The special measures permitted by the law that we 
recommend taking with respect to Hong Kong are: 

• Requiring U.S. financial institutions dealing with 
Hong Kong to maintain records and report to the 
FinCEN information about transactions within 
Hong Kong or with Hong Kong persons; 

• Requiring U.S. financial institutions to obtain and 
retain information concerning the beneficial 
ownership of any account opened or maintained 
by a Hong Kong person in the United States; 

Requiring U.S. banks that open payable-through or 
correspondent accounts for foreign financial 
institutions to identify and obtain information on each 
customer permitted to use or whose transactions are 
routed through the payable-through or correspondent 
account. 

In particular, the requirement for additional 
disclosures in correspondent accounts would have a 
significant impact on sanctions evasion activities in 
Hong Kong. It would effectively cut off many avenues 
for financing illicit Hong Kong trade using the U.S. 
dollar, significantly increasing costs and difficulty for 
foreign trade firms accustomed to using the world’s 
reserve currency even for illegal transactions. 
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3 Congress should act to increase 
resources and coordination across 
government departments 
responsible for sanctions and 
export control enforcement. 

To effectively enforce complex sanctions and export 
control regimes, the US should significantly increase 
funding for additional resources and personnel to the 
Commerce, Treasury and State Department offices 
responsible for investigation and enforcement. 
Congress has taken incremental steps to increase 
funding for certain offices within OFAC and BIS.299 Still, 
the resources these teams are provided are 
insufficient to respond and enforce the vast 
proliferation of sanctions evaders in Hong Kong and 
elsewhere. Congress should consider authorizing and 
appropriating more funding for additional 
enforcement officers within OFAC and BIS, as well as 
earmarks for data and analytical tools that allow these 
departments to maintain a responsive export control 
regime that keeps pace with technological change. 
Enhanced resources will ensure that these 
departments have the resources and expertise 
necessary to conduct thorough investigations and 
take swift enforcement actions against violators.  

As sanctions and export control efforts have become 
increasingly intertwined, cross-departmental 
coordination has often been ad hoc and led to 
confusion. A specialized cross-departmental unit can 
enhance coordination and streamline efforts across 
different government agencies. For example, formally 
establishing and adequately resourcing the Export 
Enforcement Coordination Center (E2C2) through the 
Export Controls Enforcement Improvement Act of 
2024 would help to unify efforts by consolidating 
expertise, resources, and information from various 
departments. Similar measures could be taken with 
respect to sanctions designations and enforcement to 
consolidate efforts across departments.300 

4 The U.S., E.U., and their allies 
should focus more resources on 
targeting individuals and 
supporting entities facilitating 
sanctions evasion.

Western sanctions programs—most notably and 
recently the Russia sanctions program—have 
primarily focused on sanctioning trading companies, 
with far less attention to the individuals or entities 
facilitating those companies’ activities, including 
logistics firms, insurers, and corporate registry 
services providers. In industries and locations where 
founding and building businesses take significant time 
and resources (such as financial firms as noted above), 
this can be effective. But for small trading companies 
in Hong Kong, the approach is woefully inadequate. 

The case of Arttronix—discussed in this report—
exemplifies the problem. After Arttronix was 
sanctioned by the U.S. for supplying UAV parts to Iran, 
its owner quickly shut down the company. He then 
founded a new company with a different name and a 
placeholder owner to conceal his ownership.301  This 
process from application to approval by the Hong 
Kong government took a week, at which point a man 
whose company had been sanctioned was back in 
business. 

To better disrupt transactions in illicit goods, 
enforcement agencies should prioritize efforts to 
target the individuals and entities facilitating the 
operations of these corporate shells. Acting against a 
logistics provider involved in shipping large volumes 
of dual-use items is likely to be more disruptive than 
designating a handful of small trading firms that can 
be reconstituted under new names. Furthermore, 
adding addresses at a high risk of illicit diversion to the 
Commerce Department’s Entity List, as BIS did on 
June 12, 2024, is a welcomed approach to ensure 
corporate service providers are not facilitating this 
trade. 
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5 Global financial firms should 
enhance AML procedures to 
capture data like customs records 
and suspicious vessel activity.

Banks’ Anti-Money Laundering (“AML”) processes are 
designed to detect and prevent illicit financial 
activities by identifying suspicious behavior. These 
processes typically involve reviewing public 
information about clients by monitoring public 
records, media reports, and other sources for any 
adverse information that could indicate involvement 
in illegal or sanctioned activities. AML systems often 
rely on Know Your Customer (KYC) protocols, 
transaction monitoring systems, and the screening of 
clients against various watchlists and databases to 
identify potential risks.302 

To further enhance the effectiveness of AML 
procedures, banks should expand their data collection 
(or partner with organizations specializing in these 
data types) to include customs records, vessel 
suspicious activity data, and other public data 
currently used by governments and organizations to 
uncover sanctions-violating companies. By 
incorporating these additional data sources, banks 
can gain a more comprehensive view of their clients’ 
activities and identify red flags that may not be 
evident through traditional financial records alone. 
Recent advancements in artificial intelligence can 
facilitate the parsing and analysis of these large data 
sets, enabling AML teams to efficiently flag potential 
concerns. 

6 The U.S., E.U., and their allies 
should increase enforcement and 
penalties against manufacturers 
and distributors of sensitive 
technologies.

While agencies made improvements to the scale and 
scope of enforcement actions in 2023, substantial 
quantities of sensitive Western-made dual use 
technology continue to make their way to Russia, Iran, 
and North Korea through transshipment hubs like 
Hong Kong.  

Western governments should increase enforcement 
efforts and the severity of penalties against 
manufacturers, exporters, and distributors who fail to 
conduct sufficient due diligence and take account of 
red flags, particularly in the semiconductor and high-
technology sectors. This includes imposing strict 
penalties on companies that knowingly or negligently 
allow their products to be diverted to sanctioned 
entities. Greater enforcement activity and increased 
civil penalties would encourage firms to invest more in 
compliance and reduce the risk of their goods being 
used for prohibited purposes. Increasing the costs of 
inaction is the best way to get companies to take their 
compliance obligations seriously.
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